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ARSTRACT

T™he sucress or failur=s of weapons systams ccftwere
projects can ofter be traced Dback to the vreject’s
definiticn phase. There currently exists in the literature
many articles dealing with the —crredlers inherent ir  the
deyelopment of r2quirements specifications. This tresis
reviews sore of the problers ard exarines eAnrn evolvirz,
disciplined method to hetter state the users’ reguirerents,
called Requirement Stetement Lanzuazes (RSL). Two autoratedi
systers utilizine RSL, SREIM and PSI/PSA. are reviewed as to
their strengths and weazresses inr syster definitior eari
developmert, particularly as they are currently used ir the
Navr. Also discussed are hew these systers wmay be utilized
in the Navy’s system ascuisition crccess aand re~cmrendations
are maide as to how the Navy can incormorate surh Software

technelogy.
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I. INTRODUCTION

The Department of Tefense is faced every year with the
develooment of clear, concisé requi rements specifications
for hundreds of systems. These specifications serve as a
vehicle for the developrent of systems that are vital to the
support of the missions of the armed services and, more
importantly, ¢the overall national defense. It is with these
specifications that the relative success or failure of the
developmert of a system rests.

For example, take a real-time combdat system. The first
feature of such a system is that it is required to be highly
reliadle ; ideally it should function properly at all tires.
This system is required to be extremely flexibdle in
response. Conditions, be they meteorological,
electromagnetic, tactical, etc., car vary ravnidly thus
forcing the development of a system that s alrmost
self-ad justing. Automatior is a prerequisite for such a
system ‘due to the short length of engagements forseen in
future military encounters and because the programs that
drive such systems a}e large and quite complex, receiving
rany inputs and them performing multiple cormmand and
control functions. [1] ([2)

Unfortunately, the abdove requirements cannot Yde
adequately tested 1in anything other than either an

operational evironment [1] or a highly realistic simulation,

8
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raking developrent of preclise reouirerents svecifications
even more critical.

Much to the consternation of the project offices and
end-users, many prodblems exist in the area of requirements
specifications. These problems cost the taxpayers millions
of déllars and create countless headaches for the military
as it is delivered systems that do not perform as expected.

What are some of the causes? Part of it is due to the
fact that some of the projects are simply too ambitious. All
of the requirements that are forced on a system raise the
level of complexity to the poirt where the project |is
absolutely 4infeasible in terms of technology, time, and
money. On a higher level, too often ambiguous, 4irncomplete,
and untestadble requirements, symptoms of poor communication,
are forced upon contractors, ofter coupled with documentary
information that is factually incorrect. [3]

Once the requi rements specificatiors reach the
contractor there immediately is the likxelihood of
misicterpretation due to the aforementioned ambiguity and
incompleteness, plus the fact that many of the requirerents
are highly conceptual in nature, The programmer who views
structured design as a handicap and 1s more concerned with
code than with overall design further exacerdates the
problem [2].

Betwveen the initial misinterpretation and the

'f ) programmer’s code comes the problem with the design phase.

Too often there seems to bde sudsystem optimization at the

iR T —w -




expense of the overall system., [2] This i{s the result of the

pressures of time and pride of workmanskip” rather than an
attempt to undermine. TLevelopment and maintenance of
structure charts are another prodlem. (2] Typical charts
measure 2¢° by 12° and take days to wupdate. Finally,
inconsistent and ill defined approaches in this phase have
resulted not only 1in lackluster results, dut also in poor
oresentation, 1inconsistercy, incompleteress, and general
confusion about the status of the project in question. [Z]

Hammond et al. (4] noted the 1mportance of careful
design; that errors originating durirg the design phase are
very costly to correct during later development. They cited
a DOD report that estimated that design errors discovered
durirg the operatiozn of a system cost 8-9 times more to
correct than those detected during the detailed design.
vunson [%] cited another DOD report that stated that
approximately 62-70% of its software dollars (%2 billion 1in
1976) are spent after software has bYeern tested ard
delivered.

It is the intent of this thesis to lookx at the oprodlem
of requirements’ specifications 1n terms of what they are,
how they should be properly utilized, and how their
effectiveness can Ye enhanced when developed through the
relatively nev concepts of requirement statement languages
and softwvare requirements methodologies. Two of the more
mature systems utilizing this concept, the Software

Requirements Engineering Methodology and the Problem

12




Statement Language/Problem Statement Aralyzer, will he
reviewad as to thelr capabilities and possible limitaticns
in development of requirements specificatiorns ir TIOD. This
thesis will also examine how these systems may be utilized
in the Navy“s system acquisitiorn process ard will make
recormendations as to how the Navy can incorporate such

software technology.
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II. ZEBACKGROUND

Mullery (4], Balzer and Goldman (€], and deninger [7]
have all addressed the question of exactly what the overall
airs of requirements specifications sahould be and how these
aims can be reall:zed.

The most basic aim of a requirement specification should
be that of defining the requirement so that the system may
be implemented later and be proven to have been implemerted
correctly and also to define the requirement so that the
customer and end-user can verify that the system will
perform the requisite functions. [4) This forces the issue
of clarity acd the eliminatiorn of amdbiguity. Forethought,
systematic development of specificetions, and error checking
of system loglic on a very high l2vel are paramount.

The requirement specification should take a rodular
approach to the task of system definition. The specificaticn
must be localized and loosely coupled [6) and should specify
external dehavior only so as not to force a particular
solution 7). Since during syster developrent many
modifications are 1likely, the separation of particular
requirements (localizing ard loosely coupling) contributes
greatly to the overall flexibility of the system development
and minimizes the side effects of modifications. To carry
this thought even further, the specifications rmrust be

tolerant of any omissiors and permit augmertation of

12




requiremerts at some future poirt (6] [?]. This would seer
to defeat the opurpvose of structured forrulatioen of
requirements specificatiors but it is necessary due to the
highly iterative nature of 1large system design ard the
uncertalinties of the humar thought process.,

As a design tool, these specifications should be
consistent and compatible for each of the irdividual
requirements [3]. Such things as naming conventions for the
various compon2nts and interfaces detween modules must Dde
considered. Also, avoldance of unnecessary repetition of
inforration so as to reduce dulk 4and prevent possible
confusion is importart.

Three other key aids to design are (1) to define each
module so that all parties involved in the design of the
system can grasp the overall concept of the system [3], (2)
to characterize acceptable responses to undesired evernts,
and (3) specify constraints, particularly ir the area of
hardware interfaces [7?]. All of these serve as a means of
defining the overall system and its purvose.

Heninger went even further Yy stating that the
specifications should serve as a reference tool, having the
ability to answer specific questions quickly, arnd also
record forethought about system lifecycle costs. What types
of changes are 1lilkely to occur? Wwhat functions would
raintenance like to bde adle to remove easily? (7]

Merten ard Teichrow [8] cited a study by the Cffice of

vanagement and the Budget. The study, conducted to improve

13
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the effectiveness of systems analysts and programmers,

stated that the most 1importact way to \irprove the
effectiveness of these personnel is to reduce the time spent
on and greatly improve the efficlency of systems analysis,
design, implemetations, and maintenarce. Grarted, this
statement in and of itself says nothirg rpew, dut it does
reinforce the idea of a&a need for a more rigorous,

disciplined approach to systems design ard 1irmplementatiorn.

‘This approach to be successful and effective must start with

the requirements specifications,

willis and Jensen [2) noted the shortcomings of
so-called "methodologies” vis a vis engineerirg when they
described methodologies as bdeing generic and subjéct to
interpretation. Conversely, they cited engizneering as a
discipline that stresses stardardization and serves as a
much more effective and efficient vericle ¢for developing
systems and conveyirg {informatior and coacepts. They went
even further by explaining that the fundamental precepts of
systems engineering must be preciseness, consistency, and
completeness of applications. They also felt the use of
automated tools to be necessary for training, configuration
contrel, and quality control.

Since computers are used for design, modeling, and
simulation in other areas, why not use them to generate

requirements and overall system design?

14
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III. REQUIREMENTS STATEMENT LANGUAGE

Or a macro level, the use of engineering principles and
automated tools 1looks 1like a boon to mankind. However,
whether ore commurnicates with a computer or with a team of
designers, the fact still remains thet a mediur is still
necessary to effectively convey system requirements. Tor
years proponents of natural languazes such as English heve
claimed far and wide that these languages are very high”
level and that their use constitutes the wave of the future.
Exception to this is takan by Jones [9). His ocwn indeperdert
survey noted that 3ZInglish 1s actually a very low level
language as it requires 3 to 11 timas as mary English wcrds
to specify a prograr as it takes lines of asserbler to code
it. He found that with programs that exceed 128X 1lires of
assembler specifications become too dulky and cease to be
useful, It is at this point that “verdal communication”
becomes the dominatinz factor.

Combining the findings of Jones with one’s own
experience with the vagueress and ambiguity inherert in the
use of the English language, it becomes readily apparent
that what is required is a requirements statement languvage,
a language that precisely, concisely, and completely conveys
to all coccerned the actual user requirements.

Vhereas a programming language serves as a reans of

communication Dbdetween a programmer and a compiler or

15




assembler, a requirements statement languaze (RSL) should

serve as & means of ccmmunication betw=2en the user ani1 an
analyst or system designer [8]. Teichrow [12] listed three

main functions of ar RSL:

1. RSL should accomodate the statement of requiremenrts
of the kind that are occuring ncw as well as those in the

future.

The future will produce hardware improvements ir ©beth
quality and reliabdility. Parallel processing and concurrercy
will Yecome more common. There will be a markel increase in
the irterrelationship of requirements. As the numher and
types of users increase, additional prodlems of interfacing
will arise, Far greater demands for system performance and
real-time applications will occur. There will also be an
additioral requiremernt for system monitoricg. All of these
problems and more must de taken into consideration in the

design of an RSL.

2. RSL should bYe suitadle for use dy humans for

determicing and statirg requiremerts.

The RSL should be so structured that it can be used bdy
persornel on all levels, in all phases of design. This
hopefully will reduce the strict dependency on the analyst

as a go-detween for management and design. The RSL should

16




also bde suitadle for use in top—-down 2esign and should bde
computer testadble for completeness ard consistency. All of
this should augment the capabilities of those inveolved in

the defintiion of requirements.

3. RSL should be suitable for duilding the system to

accomplish the stated requirements.

This will occur if the RSL 1s allowed to generate
statements of requirements and not statements of data
processing -- what tke system 1s supposed to do, not how to
do it. This will aid in keepinrg the requirements hardware

independent, thus saving possidl=s reconversion costs.

Merten and Teichrow (8] amplified the 1last few
statements when they noted that the major purpose of the RSL
is to force the user to state als requirements in a rmanner
which does not force a particular processing procedure.
However, they also noted that this 1s a difficult concept to
impose given the techniques that are irgrained 1in the
specificatior process. If followed rigorously, this should
reduce the existence of illogical requirements dus to poor
specifications.

The concept of RSL 1s not new, being first develcped as
early as 1958, but, until recently, has not been in wide use
due to the lack of adility to analyze probdlem definitions in

the RSL, so it has bYeen mainly relegated to use as a

17
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documertation tool [8). Jones [9] noted that there are adout

152 design languages that have been developed.

The following chapter will address a currert rethodology
that employs a requirements staterent language, narely the
Software Requirements Engineering Methodclogy, developed Dby
TRW for the 3Ballistic Missile Tefense system. As noted
above, there are some 150 1languages; however, SREM was
chosen for further discussion due to its rélative raturity
of development, the fact that it was dev=loped fer a majler
project, and bdecause 1its has proven successful to some
degree, Its discussion will center around its structure and

1ts approach to system specificatiorn and design.

18
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Iv. SOFTWARE REQUIREMENTS ENGINEERING METHODOLOGY

A. BACRXGROUND

In 1974 the Ballistic Missile Tefense Advanced
Technology Center (PMDATC) 1initiated spomsorship of an
integrated software develoovment research prograr aimed at
improving the techniques for developing correct, rellable
software for the proposed Ballistic Missile Defense (P¥D)
system. The overall program sought to cover a droad
spectrum, from development of software specifications tc the
completion and testing of the software process design [11].
Other areas of research 1ianvolved software roliabdility,
static and dynamic validatior techrniques, and adaptive
control and learning.

At the center of this program was the Software
Requirements Engineering Program (SREP), an effort concerned
with a systematic approach to the developrent of corplate
and validated software requirements. Its overall objectives

vere to:
1. Ensure a wvell defined technique for the deccmposition

of system requirements into structured software

requirements.

19




2. Provide a vehicle to enable management to clsarly see

and understand all phases of the requirements developrent.

3. ®nsure that requiremernts developmert was corpletely

machine and design independent.

4, Provide for easy response to changes 1ln systems

requirements.

5. Produce testable and easily valldated software

requirements [11].

The product of the adove prograr 1s the Software
Requirements Engineering Methodology (SREM). SREM dincludes
techniques and procedures for requirement decorposition and
for managing the requirements development process [12].
Within this methodology are software support tcols which
were implemented to automate many of the manual activities
associated with requirements ergineering. Amorg these tools
are the Requirements Statement Language (RSL), a
rachire-processable 1language for statirg requirements, and
the Requirements Engineering and Validation System (REVS)
vhich supports the developmert of requirements written in
RSL. SREM represents a different approach and philosophy for
softwvare requirements engineering. It wutilizes a flow
orientation that precludes many of the problems inherent in

the classical functional hierarchy.

20




The functional hilerarchy (Figure 1.) 1is the most
prevalent way to organize software requirements. In Figure 1
the boxes marked B,C, and D represent major functions of
software such as tracking, guidance, etc. These major
functions are broken into subfunctions down to seven to ten
levels. It is from these lower levels that the requirements
are written.

The first problem encountered with this approach is the
requirements are written at too low a 1level. Though éach
individual subdfunction can be tested for correctness, there
i1s extreme difficulty in testing the system as a whole, i.e.
top-down, against the system specification. The requirements
must be developed so that each condition that could possibdly
be encountered can de traced down thrcugh each appropriate
subfunctior until the output is determined.

Another prodlem encountered from developing reguirements
at too low a level is that performance requirements are not
easily derived. This is due to the fact that the timeline
and accuracy bdudgets have to bde partitioned among too many
levels.

Finally, 1t is difficult to check for completeness and
consistency. Since there 1is no algorithm ¢to guide the
derivation of the tree structure, there is no algoritihm with
provable validity to guide the analysis.

The methodology expressed in SREM encompasses four major
areas of engineering activity that commence with the input

of inforrmation that defines the system level requirements on

21
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the Data Processing Subsystem. This informatior is denoted
as the Data Processing Syster Perforrance Requirements
(DPSPR) Specification [11]. The TPSPR includes system
interface ard performance requirements specifications. These

enahble the requirements engireer to irnvolve himself irn:

1. identification, definition, and development of the

functional requirements.

2. 1identification, definition, and development of the

verformance requiremerts.

3. development of the Process Performance Requirements

Specifications.

4. development of the analytic feasibility

demonstrations.

B. SREM OBJECTIVES

The key corncept ir the development of SPEM was that
design-free functional software requirements should specify
the required processing in terms of all possidble responses
(and the conditions for each type of response) to each input
message across e2ach interface. These functional requirements
identify the required stimulus and response vwhich are
expressidle in terms ¢f Requirement Networks (R-Nets) of
processing steps. Tach step is defined in terms of input

23
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data, output data, and the tracsformations which are
associated with the step [13].
Though designed for the BMD system, SRIM was aired

towards any major system with the following characteristics:

1, Systems with more than 166K lines of code.

2. Tire responses are critical. This s the criteria
that defines a real-time” system, i.2., receiving inmput,
processing the informatlion, ard producing output that will

in some way influence the immediate environment.

3. Processing 1is very intenslve. A real-tire system
could perhaps be tasked with tracking several hundred

targets.

4. Databdase is large but not massive, The database must
be indigenous to the system; time cannot be wasted 1in

ianformation retrieval.

§. Technology of the object system initially is not
fully urderstood. Justificatior and feasidility of the

system and its possible subsystems are still an issue [11].

SREM was also designed to encompass a wide range of
system development environments, ranging from systems wvhich

mast deal with hard performance requirements, firm threat

24
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definition, and maxirum design freedom, to systems with
minimum performarnce requirements, flexibdle threat
defirition, and reduced desigr freedom.

SPEM was never intended to be the ultimate paracea for
the woes of system design and development. A thorough
knowledge of systems engineering and data processing
technology are still paramount. The wutilization of SREM
commences only after system analysis hras 1identified the
functions and stress points of the system; the interfaces
betveen subsystems; top-level weapon system functions and
operating rules; and the top-level weapon system functions
have been allocated to the data processor.

The terminatiorn point is reached wher all system
requirements have been decomposed to the ©point where
software development expertise 1s necessary to continue;
interfaces have ©been defined on the element level; ell
responses to system stimuli have been determired; and the
processing neceassary to generate all required output

interface messages has been identified ([11].

C. SRTM FVOLUTION

During the initial definition of SREM it was mnecessary
to deterrine those properties required of bdoth a
specification and of the individual requirements of which it
is composed. The initial considerations were thet, first, a
specification is a set of all requirements whkich must be

satisfied together with the identification of the subsetls

25




whizh must bde mret concurrently. Secondly, a specification

rust te corsistent with the laws of logic and rature Dbefore
they can be realizadle and legally bdirding. Lastly, a
specification must be so stated that any delivery satisfies
the specification and the user’s needs.

The above considerations were further evaluated and
meshed with technical, economic, ard rmranagement Dpoints of
view, producing several properties ‘that were felt to de
mandatory to the success of SREM, The properties that

evolved include:

1. internal consistency

2. consistency with the physical universe

3. freedom from ambiguity

4, clarity

5. minimality

6. predictability of specification development

7. controlladbility of software development [11].

Toc ensure the property of freedom from ambiguity, it was
mandatory ¢that a rigorous machine-readadle 1language bde
developed. By employing an unamdiguous 1language which {is
translated and analyzed by a prograrm 4intolerant of
ambdiguity, a precise statement of requirements was ensured.

Analysis of the requirements statemerts, through use of
static and dynamic decomposition of the individual

statements and aralysis of the comvosite flow of data and

26
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processing, vrovides an internal consistency check. Physical
universe cornsistency is ensured by convertirg the
specification into a model which is tested against a rmodel
of the real world. These checks help to validate the
software specification before it is imposed.

The use of selective documentation and analysis of the
software specifications, when coupled with sound engireering
and management techniques, provides predictahility in the
specification process and atds in avoiding

overspecification.

DP. OVERVIEW OF REVS COMPONENTS

The Requirements Engireering Validation System (RTVS) is

corposed of three major comrponents ( Figure 2. ):

1. Requirements Statemert Larguage (RSL) tramslator

2. Abdstract System Semantic Model (ASSM), a centralized

datadase.

3. A set of automated tools for processing the

information held dy the ASSM.
w The entire system 1s bdased on the ASSM, a relational
‘database sirilar in concept to that used by the PSL/PSA

system developed at the University of Michigan. Though the
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concepts are similar, the irplementations d4iffer due to the
reed for extersidility, configuration maragement, acd for a
flow approach for simulatior bveing strongly stressed in the
development of SREM.

The ASSM 1s the 1interface between the Requirements
Statement Language and the set of automated analysis tools.
This allows the extension of the language without raving to
take 4{into consideration such thines as operating system
impact and control of the automated tools. It also allowed
the RSL to be developed as a ratural method ir which to
express requirements; not Ybelng constrained by control
larguazes or configuration maragement [12].

Besides providirg a means to naturally express
requirements, the RSL also oprovides a rigorous structure
that allows it to be machine-interpretable. This is due to
the fact that it was designed around the specification of
flow graphs of required orocessing stens [11, 12, 13]. These
flow graphs are expressed as "structures , the product of
rmapping a two dirensional graph ( Figure 3.) onto a one
dimensional input stream (Figure 4.) (12]. The
aforementioned extensibility allows the modification of the
RSL to suit particular requirements and provides a means to
accomodate new, unanticlpated needs for stating requirements
including non-procedural statements. The RSL statemerts and
structures, once entered, re adstracted and entered into
the ASSM where they can be used by the automated system

tools.
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R_NET: PROCESS_RADAR_RETURN.
STRUCTURE:
EXTRACT _MEASUREMENT
DO (STATUS=VALID_RETURN)
DO WUPDATE_STATE AND KALMAN_FILTER END
.. DETERMINE_ELEVATION
DETERMINE _IF_REDUNDANT
TERMINATE
OTHERWISE
DETERMINE_IF_OUTPUT _NEEDED
DO DETERMINE_IF_REDUNDANT,
DETERMINE _ELEVATION,
. TERMINATE
AND DETERMINE _IF_GHOST,
TERMINATE o
END
END
END.

Filgure 4.
Input Stream

31 ¢




The autorated syster tools include: interactive graphics

to aid 1in development, specification, arnd modification of
flow graphs; static corsistency checkers used to ernsure
internal consistency 1in svpecifications} and an automated
similator generator and execution package which aid in
dynamic testing.

Trese tools also ersure that portions of system
specified later than some segments will be consistent since
their cocnectivity with the early segments was defired at
the highest 1levels. This {s a particularly attractive
feature as it allows system desigr to proeress without all
segments developing at the same pace and allows several
persons to particlpate in the design process. Additionally,
any extensions of the system are forced to bde corpatibdle
with all prior specifications since any incompatibility
would preclude erterirg the =xtension into the ASSNM.

The next several sections will go into greater detail as
to some of the specific mecharzics employed by the
aforementioned components., This information is derived from
the papers by Alford et al. {[11] and Bell, 3ixler, and CTyer
{12].

E. REQUIREMENTS STATEMENT LANGUAGE

Chapter IIl pointed out the findings of Jones [9]; that
the use of English for documentation and specificatior {s
too often unsatisfactory due to the amdiguity irherent in

the language. Alford [14] noted the inabdility to provide an
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effective nmeans of ernsuring traceability and testadility of
requirements; that in nearly every software project that has
falled, the requiremerts were accused of Yeing late,
incomplete, over-constraining, or just plair wrong. In order
to overcome these and other problems the first of three
goals established during the inltial development of SREM was
to develop a languagze for stating requirements that
addressed the vroperties of unardiguity, design freedom,
testability, modularity and communicadility [14].

The 1language that evolved, RSL, 1is an artificial
language that incorporates naturalness of expression.
Through use of the flow approach to definring requirerents,
it provides 1nforma£10n on how pieces of the system will fit
together, somethihg rot possidle when the hierarchy of
functions approach to specifying requirements 1is employed.
Additionally, since the 1language can precisely define
concepts ani constrains the semantics to a simple 1level of
detail, the risk of ambiguity is significantly reduced and
only the true requirements of the system evolve;

1. Flows

The traditional hierarchy of functions approach to
requirements specifications, currently mandeted i{n DOD
MIL-STD 490, descrides the operations that each module {s
expected to perform, renderingz the requirements to little
more than program specifications. This methoed faills to
adequately address the sequence of operations and the
communication bdetween modules, thus creating problems with
real-time systems, In order to overcome this, BRSL {is

33




ke

2

t

P,

?4'?’”"’"1!IZ}T/*"—' ~vr

structured to represent a stimulus/response approach or a

"flow". Each flow is initiated by scme “"stimulus” or irput
and cascades down through the varifous furnctions, vproducing
the appropriate respornse until the processiig is completed.
By utilizinz this approach the exact sequence of wvrocesses
becomes explicitly therebdy enhancirg testadbility.

The flows, cormonly known a Requiremerts Networks or
R-Nets, conrnsist of nodes, which specify an operation, and
thelir conrecting arcs. The basic rodes consist of ALPHEAs,
which are the specifications of functioral processing steps,
and SUBNETs, which are specificatiors of processing flows at
a2 1lower level in the hierarchy. As noted previously, these
nodes are sipgle entry, single exit, however, nmore corplex
flows may be specified by use of structured nodes which
enahle the system to executa multiple flow paths. These
structured nodes include AND, OR, and FOR EACH.

The AND node specifies that 1its emiratircg arcs
leading to further nodes are mutually order-ipndependent,
able to bYe executed sequentially in any order or in
parallel. The rejoining, or fan in, of the arcs at the end
of the AND structure specifies a synchronization point; the
execution of the processes as specified by each path in the
structure must Y& completed in order to trigger an output
from the structure,

The OR node is similar to the IF-THEN-ELSE construct
in structured prograrmming. The comrplete execution of all
processes specified on any or all paths will trigger an
output from this structure.
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The FOR FACE node is similar to a loop construct {n
structured programming. It has only one processing path and
the number of times that this path s 1looped throngh s
based on the number of elements contained ir a set. For
example, In a trackirg probdlem an update in the rarge for
each target may bde requested.

Because the syatactic structure of the R-Nets is
similar to that of structured programmirg, it aids the
requirements engireer in determirire areas that are vague or
amdiguous, in communicating with others, and in utilizing
automated arcalysis tools.

2. Extenslons

As mentioned previously, RSL ircorporates the
concenrt of extensibllity so that new concepts that ray
develop in the future may bYe easily integrated 1into the
existirg system. The requirements of real-time systems {s
one of the primary forces behind the dynamic nature of
state-of-the-art developments i digital processirg and
computing. Coupled with the evolutiornary nature of weapons
systems requirements, such as new interfacircg or processing
technigques, the situation would clearly render a language
with fixed concepts ineffective.

By keeping the underlying architecture of RSL simple
it has ©been possidle to incorporate extensidility through
use of four primitives:

&, Elements

Elements are the equivalent of nouns in English
and describe the properties of each element. Elerernts
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ifnclude ALPSA, DATA (class of conceptual pieces of data),

and R-NET (class c¢f processing flow specifications).
b. Relationshlps
These are the equivalent of Erglish verds or
rore precisely a statement of association Dbetween two
elements such as DATA INPUT TO ALPHA. It should be noted
that this is a non-cormutative relation; a distinct subdject
and object element are expressed.

c. Attridutes

Attridbutes are similar to adjectives in English
are used to formalize 4{mportant oproperties of elemerts.
Associated with 1t are a set of values which may include
numbders, meemonic names, or text strirgs. INITIAL VALUF eand
PRESENT RANGE are examples of attributes of type DATA.

d. Structrres

Structures are the mapping of two-dimensional
graph structures into a orne-dimensioral stream of computer
input. They serve as a model of flows through the various
processing steps.

As noted above, these four priritives define the
structure of RSL., The structure in 1tself is not extensibdle;
however, the primitives enadle the user to defirne new types
of elements, relationships, and attributes into the language

in order to express new concepts.

Figure 5 gives an example of how ALPEA, DATA,
RELATICNSYIPS, and new elements are defined,.
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ALPHA: EXTRACT _MEASUREMENT.
INPUTS: CORRELATED _RETURN.
OUTPUTS: VALID_RETURN, MEASUREMENT.
DESCRIPTION: *“DOES RANGE SELECTION PER
CISS REFERENCE 2 - 7",
ENTERED BY: “M. RICHTER”.

ALPHA: DETERMINE_IF_REDUNDANT.
INPUTS: CORRELATED_RETURN.
OUTPUTS: REDUNDANT _IMAGE.
DESCRIPTION: “THE IMAGE OF THE RADAR RETURN
IS ANALYZED TO DETERMINE IF IT IS
REDUNDANT WITH ANOTHER IMAGE".
ENTERED BY: “F. BURNS".

DATA: MEASUREMENT.

INCLUDES: RANGE_MARK_TIME, AMPLITUDE,
RANGE_VARIANCE, RD_VARIANCE,
R_AND_RD_CORRELATION.

. DESCRIPTION: “THIS IS THE ESSENCE OF THE
INFORMATION IN THE RETURN”,
. ENTERED BY: “F. BURNS”.

ORIGINATING REQUIREMENT:

DESCRIPTION: “ACTION: SEND RADAR ORDER
INFORMATION: RADAR ORDER. IMAGE
(REDUNDANT)”.
TRACES TO: ALPHA COMMAND _PULSES
ALPHA DETERMINE_IF_REDUNDANT
MESSAGE RADAR _ORDER _MESSAGE
DATA REDUNDANT _IMAGE
ENTITY IMAGE.

ENTERED BY: “T.E. BELL".

Figure 5.
RSL Definitions
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3. Translator
The ovurpose of the trarslator is to aralyze RSL

statements and make entries into the ASSM correspondirz to
the mearnirg of the statements. It accomplishes this by
extracting the RSL primitives which exist in the irnput
statements and then rappirg them to comrstructs in the ASSM.
The translator can also perform modifications ard deletions
from the database as commanded by RSL staterents and also
verform consistency check on the 1incoming statement to
prevent duplication of element name or an 1llegal
relationship., Additionally, it also handles the irtroduction
of extensions with great care; the introdqction may
invalidate a large segment of the recuirerents. For this
reason a lockout mechanism was designed to control the use
of extersions and enforce a disciplined use of the power of

RSL.

F. THY ABSTRACT SYSTEM SEMANTIC MODEL (ASSM)

The RSL statemerts that are entered into REVS are
analyzed and their representation is entered into the ASSM,
a database that maintainrs irformation adout the system deirng
designed in an adstract, relational model. Since checks are
made for syntax and semantics before information is entered,
it 1s possidle to employ the various tools or RFVS, assured
of data format correctness. Also 1included 1in the ASSM
entries are all extensions, including core concepts (dasic
RSL) and additions and modifications to specific projects.
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They, too, are available for immediate use as soor as they
are entered.

The irformation contained ir the ASSM is pet simply a
string of BRSL statements. Rather, it 1s a relational mcdel
where elements are represented by nodes and their
relationships are represented as cornectiorns. Attridutes and
their values -~orsist of a node for the value ard a
connection to the node f¢- wahich the wvalue s attributed.
This repre=sentation facilitates retrieval of irnformation,
rarticularly in complex cordinations of relationships ard
rermits queries about svecific information or relationships
such as firdirz all TATA elements which are ncet INPUT TO
anything.

The centralization ’of irformation 1in the ASSM 1is
mandatory due to the large numbers of individuals who enter
additions, deletions, and modifications to the various
system recuirements. This centralization ersures that all
involved are working with a revnository of information that
is current; they can immediately see the effect of their
work oa other engineers, the characteristics of parts of the
syster that other people are defining, and the current
status of their own work. In addition, centralization aids
in corfiguration management (where blocking of modifications
freezes the configuratior) and in checking for consistency

throughout the eantire system.




G. AUTOMATED TOOLS

Yor laree software projects, it is necesséry to employ
the services of many individuals to develop requirerments for
different segments of the system; each formulatirg the RSL
descriptions for his/her particular part of the system. The
meckanisms for 1imposing disciplire and corntrol or this
process are the autorated tools provided by REVS. These
tools aid the engireer in identifying the various areas that
require further development, resolve conflicts, and evaluate
inputs. Since the requirements =ngineering process is of an
iterative nature, these tools help to evaluate the entire
system when various milestones are reached.

1. Interactive Graphics

The interactive graphics facility of REVS
erables the engineer to input, modify, or display R-NETS. It
is possible to use it in lleu of the translator for the
specification of the flow portior of the requirements and it
can be used to generate a graphic display of an R-NET
previously entered. The two-dimensional nature of graphics
serves to vprovide a more easily understood representation
than a ore—dimensioral input stream; however, the facility
allows the wuse of bdoth graphlcs and the RSL language for
representation of the R-NETs.

Along with the graphics are a full range of
editing capadilities. A pew R-NET may be constructed or one
previously entered may bYe modified. At the end of the

session the new R-NET is entered into the ASSM in place of
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the o0ld ore. ¥rom a menu, the user may select functions to
position, connect, and delete nodes, to move them,
di sconrect them from other nodes, or to ckarge thelr
associated pame apd commentary. Finally, the size of an
FP-NET 1s not size-lirited due to the zoom-in, zoor-out, and
scroll functions.

2. Simulation

Simulatior offers an effective means by which to
test corsistency, completeness, ard validity of
requirements. The building of sirulatiors must be automratic
to preclude divergence of the requirements from the
sirulation and to allow rapid response and analysis of
change.

The automatic simulation gereratior ir RFVS
takes the ASSM representation of the requirements and
generates from it simulations of the system, The System
Environment and Threat Simulation (SETS) program 1is the
driver for the software requirements mbdel.

SETS provides all stimull necessary for each
processing option and also accepts and properly executes all
valld commands. SETS is structured to simulate the required
actiors, calculate how lorg the activity would have taker in
a real system, and make the results of the activity
availadle to the software at the ovroper simulated time.
Because of the asynchronous nature of real-tire systems,
R=NET timing is implicitly modeled.

SETS takes the ASSM representation of the
requirements and puts them into simulation code written in

41
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PASCAL. The flow structure of each R-NET {s used to develop

a PASCAL oprocedure whose control 1irvolerents that of the
R-NET structure. Each processing step (ALPEA)} or the R-NET
becores a call to procedure consisting of the model or
alzorithm for the ALPEA. The data defirnitiorns arnd structure
for the simulation are synthesized from the required data
elemerts, their relationships, and their attridbutes in the
ASSM,

2. Static Analysis

Since most requirements inconsisterncies do not
require simulation for their discovery, REVS provides
several tools to statically check for completeness and
consistency. They are adle to detect deficiencles 1in the
flow of processing and data manipulation stated in the
requirerents.

The first class of these tools is to check the
structure of the R-NETS erntered interactively, includine one
and only one start node, proper branching and rejoining of
raths, and their proper termination.

The second class of tools checks the flow of
data thrqugh the R-NETS. They check for defirite and
potential errors in data use.

The third class of tools checks for proper
hierarchy in the specification. Definitions rust bde
specified for all SUBNETs, that SUBNETs must not make
reference to each other recursively, and that all ALPEAs and

SUBNETs must appear omn at least one R-NET.
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4. Report Gereratiorn

In order to reduce the necessity of adding a new
tool each time a specialized report or analysis is required,
PEVS provides the requirements engineer with a specialized
tool known as the "extractor . The exactractor enables the
user to control the scope of the analysis and content of the
reports generated, not burdenirng him with format
specification or the need to review tabular forrs to extract
information.

This system erables the user to subset elements
in the ASSM dbased on some condition or conditions and then
display the subset elements. The output produced is ic RSL
compatihle, standardized format to which prepositions and
punctvatior are added to produce formal documentatior.

The information the user desires to be retrieved

is identified in terms of RSL concepts. For example:

SET A = DATA INPUT TO KALMAN-FILTER.

LIST A.

Ey combining and manipulating these sets it is ©possidle to
detect the presence and absence of data, trace references,
and analyze interrelationships.

The extractor provides both reports for ad hoc
inquiries and routinely generated special reports which
enable managers to check for completeness and consistency,
and perform automatic regressive testing.
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V. PSL/PSA

A. INTRODUCTION

The survey discussed in the next chapter revealed that
many commands in the U.S. Navy interested in RSL have wused
the Problem Statemert Language/Probdlem Staterent Aralyzer
(PSL/PSA) system. For that reason a bdrief overview of this
system will presented, as well as a section that deals with

some of the drawbacks of both SREM amd PSL/PS:.

B. PSL/PSA OVERVIEW

PSL/PSA [15] was designed to provide ar improved
approach to system design. This approach is dased on the
premise that more effort and attention should be devoted to
the front end of ¢the process where a proposed system is
being designed by the potential user; that since large
amounts of information are being handled, a computer should
be used; that computer—-aided approackes to system
development must start with documentatior.

The system is based on a counterpart of RSL, ramely PSL
or Problem Statement Language. It is based on a model of a
general system and also on the speclalization of the model

towards information systems .
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Much like SREM, PSL defines a set of OBJECTS which have
PROPERTIES and PROPERTY VALUES and their interconnections

are referred to as RELATIONSHIPS. PSL alsc takes irto
account timing and volume considerations.

The intent of PSL is to separate the definition of user
requirements and the processirg solution of these
requirements [16]. If the two were carried out ir
concurrently, requirement changes in the future may =not bYe
accomodated due to a firm design. Therefore, PSL does cot
presuppose solutions, it only states requirements.

The seconrnd half of the system, the Prodlem Statemeznt
Analyzer or PSA, performs bdasically the following functions:

1, Data Collectionf
Several 1intermediate outputs of the PSA include
checklists for deciding what additional 1information 1is
required,
2. Analysis
A variety of aralyses previously performed
manually cap be handled by PSA, includipg static anmalysis of
the entire developed system,
3. Design
PSA allows data to be manipulated rore
extensively by the designer.
4. Evaluation
PSA can perform computations on volume or work

measures from data in the probdlem statements [15].

45

A e vr



The PSA also serves as a report geperator, 1ircluding
narrative description, 1lists, tabdles, arrays, matrices,
dlagrams, and charts. The PSA car produce reports on what
changes have been made in the datadase, reference data items
of similar type or prcperty, or produce reports of
analytical nature such as gaps in information flow,
similarity of inputs arnd outputs, and the dynamic reture of

the system [15].

C. COMPARISION OF SREM AND PSL/PSA

One of the difficulties in the area of RSL is that there
has been no in-depth comparative studtes of the
effectiveness of the various systems and methodologies. The
maln reason is readily apparent: such ar endeavor would b)e
costly in terms of both time and money and the criteria for
judging overall effectiveness and usefulness would he
difficult to develop. However, there are some practical
aspects 0of SREM ard PSL/PSA that bdbear some scrutiry.

1. Transportability

SREM, at the moment, is highly machine depondent
due to memory hierarchy mapping and that the bdulk of the
system operates with approximately 60,208 lines of PASCAL,
SRFM 1s presently operating on Texas Instruments Advanced
Scientific Computer (ASC) acd certain models of Control Data
Corporation’s CDC 7600. Work is presently underway to make
SREM compatible with Digital Equipment Corporation’s VAX-11

system,
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PSL/PSA does not have this prodler. It s
written ir standard FCRTRAN, making 1t compatible with a

wide range of computers.
2. Grgghlcs

with SREM, the use of the CALCOMP plotter
imposes a severe limitaticen on the number of elerents that
car bYe drawn. However, the on-line graphics package, alorng
with the features discussed in the previocus chapter, have
demonstrated good editing capabilities and fast turrn arournd
(17].

PSL/PSA has some strict limitations in graphics.
First is its representation of furctional flow dlagrars,
called  “process-chairs” (Fig. 6 [(17]). This type of
representation cannot show all types of loglc ©branching,
such as IF-TFEN-ELSE type constructs. One has to refer back
to the formatted prodlem statements to d=termine the 1loglc
deing usei. Feedback cannot be represented as well [17].

PSL/PSA can, however, produce a picture-report”
(rig. 7 [17)), which 1s a partitiorning of the varicus
processes. The picture-report can show what the process 1is
part of, 1inputs and outputs, acrd the eptities the process
uses or derives. A description of these items can be found
in the formatted prodlem statements. This report can bde very
useful to program designers [17].

It should also bY»e mentioned that PSL/PSA
utilizes only a line printer for graphies output and that

development wvork is bdeing done to interface doth plotters
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graphics terminals. The use of line printers for the graphic
output has caused difficulty in readadility.
3. Sirulation

SREM’s static and dyramic capadilities were
described in the preceeding chapter.

PSL/PSA, at present, has Lo simulatior
capabllity, but development work is underway to irplement
this feature utilizing SIMSCRIP II.5. [fur].

4. Other Considerations

As describved previously, SREM was developed for
large, real-time systems. The approach taken 1ir the
development of PSL/PSA was more universal: the system was

aimed towards utilization by a wide range of users.
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V1. UTILIZATION OF RSL IN THE U.S. NAVY

A. INTRODUCTION

A sizeable portion of the research behind this thesis
was spent in conducting a telaphone survey of various naval
centers engaged 1ir research ard development. The certers

contacted were:
1. Naval Research Ladoratory, Washington, D.C.

2. Naval Air Development Center, Warminster, Pa.

3. Fleet Combat Direction Systems Support Center,
San Diego, Ca.

4. Naval Oceans Systems Center, San Diego, Ca.
5. Naval Surface Weapons Center, lahlgren, Va.

6. Naval Undervater Systems Center, New London, Conn.

The purpose of the survey was to ascertain the current
level of utilizatiorn of requirements statement languages in
system design arnd development. The persornel cortacted were
questioned as to which RSL and/or methodology was currently
being employed, to what ¢type of project it was  DHeirg
applied, perceived or proven successes and failures, how

much interest has deen expressed by higher authority, and
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their personal assessment as to the future of such tools in
system specification, design, and 1evelooment. A summary of
the fipdings follows, however, tke views expressed should
not and cannot be taken as the official positiorn of the

individual commarnds.

B. NAVAL RESFARCH LABORATORY (NRL)

Other thar some work performed for the Applied Physics
Latoratory, The Johns Hopkins University, in 1678, utilizing
SREM, there has been little interest expressed in RSL per
se. However, Heninger et al. [18] have advanced the notion
of developirng a disciplined methodology in order to develop
clear, conclse requirements specifications through their
work in redesigning ard rebuilding the operational flight
program for the A-7 aircraft.

It 1is their coltention that it is necessary to approach
such a problem by formulating questions before answering
them, rather than being influenced by availadle informaticn,
separating concerns, artd using precise notation (?]. From
these dasic principles they developed their disciplined
approach which is more fully discussed in [?] ard [18].

C. NAVAL AIR DEVELOPMENT CENTER (NALC)

NADC was introduced to RSL when it was directed by Naval
Alr Systems Command (NAVAIR) in 1978 to install and utilize
SREM 1in conjunction with the CV/TSC project (since
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redesigrated CV/ASWM), an effort to develop a computer-based
tactical support center for S-3A aircraft to be integrated

with the Naval Tactical Data System (NTDS).

Problems with the utilization of SREM were caused by its
being introduced too late 1in the developmert rhase.
Personnel were not comfortable with it and there seemed to
be a lack of unanimity among these same personael as to
whether or not the SREM approach to system desigr was
viadle.

Though no further projects have utilized SREM, several
internal studies have been conducted at NADIC aimed at
determining its feasibility for future projects. The interir
findings have suggested that SREM or sore similar
methodology should be rore actively incorporated intec the
requirements definition phase of system development. The Air
Force’s Rome Air Development Center (RADC), Griffiss Air
Force Base, New York, will soon send personrel to NALC for

developmental work with SREM.

D. FLEET COMBAT DIRECTION SYSTEMS SUPPORT CENTER (FCDSSA)

FCDSSA has looked closely at the prodtlem of requiremernt
level documents as they are currently developed ard at the
use of methodologies and automated tools in definirg and
aralyzing requirements for tactical data system software.
Their study of requirement level documents revealed tke lack

of conformity in terminology, such as:
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different words and phrases used to convey the sare
meaning.

same words and phrases used to convey different
meanings.

slightly different words and phrases used with
only slightly different meanings.

different disciplines such as navigatiorn,
sensors, daviation, fire control, etc. having
different terminology, complicatirng their
integration into the overall syster.

Additionally, too often the applicadbility to subsystems;

conditions, external and interral, wunder which the

requirements apply; and the duration of their applicabdbility

are {11-defined.

FCDSSA feels that any proposed methodolcgy should

include:

- disciplined requirements statement language.

- extensive use of graphics to facilitate commurication.

- model duilding techniques for verifying completeness.

Above all, it 1is felt that it is the rethodology, nct the

tools employed, that is of the greatest impecrtance.

Since early 1978, FCDSSA has evaluated several systems

utilizing RSL, including SREM and PSL/PSA. It noted the

strong and weak points of each system and decided that none

provided the flexidbilty, user interaction, ard ease of vuse

54 i




L

TR e v

that it thought to be mardatory. Therefore, it embarked in

late 1978 on the development of 1ts own requirerents
language analyzer, named CORVAIR. Th= eventual aim is to
produce a system with a highly extensible language that can
be configured to suit the needs of the individual and that
will ultimately produce source code from the requirements
automatically.

It was mentioned that the reculrements developed fer a
project utilizing a system using RSL were not accepted by a
contractor; it was felt by the contractor that the syster
was already designed by FCDSSA. It was the opinion of the
person contacted at FCDSSA that an effort is needed to
educate all parties in the govermnment and civiliar sectors
as to exactly what the purpose of RSL developed

specifications serve.

F. NAVAL CCEAN SYSTEMS CENTER (NOSC)

The System Design Ladoratory at NOSC fourd PSL/PSA to he
of great use in enforcing discipline in the way requirements
specifications are written. As an example, they checked the
specifications of the NTDS Model 4 software for FCDSSA,
using PSL/PSA. Their aralysis uncovered over 20@ occurances
of ambiguous, undefined, or inconsistent statements.

A feature of PSL/PSA that was very well received was the
abvility to store the developed requirements specifications

in a database and the adility to partition specifications iz
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order to determine the effect that any modification would
have on the overall system.

NOSC has not received much direction as to the use of
PSL/PSA or any other RSL. NOSC has, however, te2n a strong
proponent of such a system and has conducted seminars for
government and civilians in ¢the San Dlego area. The
personnel 1involved feel that it is an area that should be
actively pursued and developed.

One of the problems noted was the di?ficulty of mapping
RSL developed requirements 1into the structure reguired by

SECNAVINST 3560.1.

F. NAVAL SURFACE WEAPONS CENTER

The Naval Suface weapons Center is presently
incorporating PSL/PSA 1into the 1life cycle support of the
AEGIS combat systems. Thelr initial work has centered around
the retrofitting of AEGIS specifications into PSL so as to
verify and validate the system at least on a high level, It
is hoped in the future the work will ©bve focused or lower
levels of the system to check the stimulus/response of
individual modules and eventually investigate the automated
generation of performance specifications.

PSL/PSA has been very well received by personrel at the
center. They very much feel that this is the direction 1in
wvhich requirements definition 4in the system desigr should

proceed. Briefings on this technique have been given to
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offictals from Washingtorn, L.C. and they, 1o turz, have

expressed some interest in its developmert.

Prodlems noted by the center were the need of educating
personnel as to the techniques involved ard the faciy that
SECNAVINST 3563.1 does not facllitate the use of RSL
generated specifications because this 1instruction predates

the development of RSL.

G. NAVAL UNDERWATER SYSTEMS CENTER (NUSC)

The experience at NUSC with RSL has been limited to the
IBM Federal Systems Tivisior’s work on the Sudbmarire Active
Detection Sonar (SADS) project using PSL/PSA.

The project, as far as utilizatior of PSL/PSA, proved to
be unsuccessful and was finally abandoned. The person

contacted at NUSC listed as some of the problems:

- personnel at NUSC were not sufficliantly familiar
with PSL/PSA to fully appreciate its capabilites
and peculiarities.

- due to security considerations acd the fact that
the host IBM 370 computer had to be shared with
others, forcing third shift operations, there
existed a time constraint on developmeat work.

- the output produced was hard to understand.

- there vere constraints 1imposed by SECNAVINST
35€0.1 that could not bde waived.
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IBM Federal Systems Division was contacted for its views
on the problems with the use of PST/PSA ard SADS. They

noted:

- personnel were not sufficiently familiar with
PSL/PSA.

- there was poor support for the tool as it had
been only recently installed.

- adequate training was not received by personrcel
involved in the use of the system.

- there 1s extreme difficulty in attempting to
translate PSL/PSA generated requirements 1into
the narrative form required by SECNAVINST
3860.1.

The personnel contacted at IBM Federal Systers Division
sald that they felt that PSL/PSA would be of significant
value on future government projects. They are confident that
most of the prodlems experienced on the SADS project will bde

corrected.

H. SUMMARY

The survey conducted revealed several views that were
expressed by the majority of the perscnnel interviewed. They

vere:

- the use of RSL has forced discipline 1in
specificatiorn writirg. As a consistency checker,
i1t has uncovered numerous errors in critical
documents.
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the concegt and use of RSL should be contirued
and expanded in future projects.

there exists an education gap in bdoth the
government and civilian industry as tc the use
of RSL. This is a prodlem that must be resolved
S0 as to avoid ¢the misunderstandirg and
misapprehension experienced in the past.

strong management support is recuired to
overcore the tendency by sore to resist change,
regardless of how proven a new technology may
be.

though not addressed in the abdove sections, the
majority felt it would benefit the goverrment to
utilize RSL early in the conceptual phase of a
project instead of introducing its use after the
specifications have been written. A conversation
with Dr. Teichroew, one of the prime develovpers
of PSL/PSA, revealed that the vast majority of
private sector users of his system use it from
project inception.

it 1s extremely difficult to translate RSL
generated specifications into the form required
by SECNAVINST 3560.1.
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VII. RSL AND SYSTEM ACQUISITION

It is 1irportant to examine how RSL methodologlies fit
irto the wvarlous rules, regulations, directives, and
standards that currently govern systems acquisition in the
Pepartmert of Defense and the U.S. Navy. It would be neither
possible nor meaningful to examine every docurent dealing
with this area, nor would it be possible to do an in-depth
analysis of each. Rather, it is the intent of this chapter
to look at some of the major points stressed in the adove
rules, regulations, etc. and determine whether or not RSL
methodologles satisfy the 1letter ard 1intert of these
documents from doth the goverament and the contractor points
of view and to consider changes which may be necessary to

tetter incorporate the capabilites of PSIL methodologies.

A, OMB CIRCULAR NO. A-109

Cn April 5, 1976, the Office of Management and Budget
issued Circular No. A-129, "Major Systems Acquisition”(19],
to the heads of all Executive departments ia the government.
The purpose of A-139 was ¢to give strict guidance in the
acquisition of major systems. It stressed: (1) justification
of the acqulsition based on mission need, not the perceived
need of new hardware, software, etc., (2) competitive

development of alternate solutions to solve the mission
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need, (3) tradeoffs  between cost. performance, and

production schedules, (4) ernsuring adequate test and
evaluation of the new system, and (5) development of a sound

acquisition strategy, looking at the entire life cycle.

B. DFPARTMENT OF DEFFNSE TIRFCTIVES 52@2.1 AND 5098.2

The Department of Deferse’s implementation of A-109 was
Department of Defense Directive (LODD) 5222.1, "Major
Systers  Acquisitior”, ard DODD 50@02.2, “Major Systems
Acquisition Process”. In both of these directives are areas
in which an RSL methodology may prove bdereficial.

1. Technology Base

DOID 500¢.1 tasks each DOD Compornent Eead, such as
the Secretaries of the Army, Navy, and Air Force, with
advancirz technology 1ir DYoth product ard manufacturing
technology to support future system development. It s
recommended ¢that the methodology employed in designing and
developing software should certainly bve 4incorporated into
this DYase. As TIOL’s level of experience with the use of a
formal methodology in the design and developrent of software
grows, 1t certairly 1s quite feasible that modifications to
the rrethodology may bde warranted, certainly in the critical
area of real-time systems. This inclusior in the technology
base ensures a greater probability of wide disserination of
the methodclogy to those agencies and contractors 1ircvolved

in the system acquisition process.
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2. Corpetitive Exploration of Alternative Solutiorns

DNDD 5@@m.1 and TLODD £¢00.2 state that after a
mission reed has been estadlishedl and aporoved there will bde
a competitive exploration of alternate solutions to the
need. Participation in this exploration is open tc industry,
educational institutions, and government facilities.

Though 1irpdustry arcd educational 1institutions are
considered to bde the primary sources of solutioms, this 1in
no way should 1lessern the contridbution that =government
ladcratories and facilities can make through use of an RSL
methodology and a corporate history of lessons learned.

A hypothetical case might bde the total replacement
of the Naval Tactical Data System (NTDS) durire the 1992°s
fue to system obsolescence. By this time there will have
been a large database duilt corcernirg the performance
prodblems, acquired ¢from user reports in the past and from
the evaluative study required to estabdlish the missiorn need
of a replacement system,

A methodology such as SREM might prove bdeneficial to
an on-going, evaluative study as 1t enadles personnel to
determine the effect of additional or modified requirements
on a system such as NTDS. The lack of an expeditious and
efficient handling of any new threat or threat scenario by
the system could bdYe determined as far as the present
hardware and software configuration 1is concerned. These
firdiecgs, coupled with the known problems in the development

of the o0ld system, serve as a solid foundation for the
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Request for Proposals (RFP) trat 1is sent to interested

contractors, solicitire alternate solutions.

The RFP cannot presuppose system design but it
should accurately reflect the user’s requirements of the
syster. The contractors’ proposals can be no better than the
RFP on which they are based.

The governmrent laboratory that wundertakes the
development of an alternate solution to the mission need
should first of all be totally divorced from the group that
developed the RFP so as to preclude the possibility of a
prejudicial view of the system, which may stifle the
creativity of the system designers, and also to ensure fair
competition among the various parties involved.

The governmert facility may have an advantage in
that it should have a better opportunity to evaluate the
operatioral ecvironment in which the system will }be
deployed. Since in the case of NTDS the government facility
would 1in all 1likelihood bYe a Navy command, the personnel
involved should have among them those who fully understand
the functiocrs of the Combat Information Center (CIC) in a
wartime environment. This alone should improve the human
englireering aspect of the system design, a facet too often
overlooked or misunderstood, especially in ¢the stressful
situaiion of actual combat. Not only is a system that works
critical, dut also a system that can De effectively
interfaced Hy personnel of various ranks, educational and

experience levels. An RSL methodology can enabdle the
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desigrners to take this 1into consideration as the sytem
desigr develops since all inrputs, outputs, ard humar

interfaces decome highly visidle.

C. DEPARTMENT OF DEFENSE DIRECTIVE £00¢.29

DODD 502¢.29, Management of Computer Resources in Major
Defense Systems” [22], addresses the problem of maragement
and control of corputer resources during the development,
acquisition, deployment, and support of major defense
systems.

This directive has a significant impact on software. It
mandates that the software design (specifications) bde
validated (demonstrated that it satisfies all current stated
requirerents of the system) during the Concept Forrulation
and Program Validatiorn phases of system develooment, prior
to the Defense Systems Acquisition Review Council (DSARC)
II. (DSARC 1II rules on whether or not to permit full-scale
engineering development of & proposed system).

Other pvpoints emphasized are that correctness of
software, reliabdility, integrity, maintainadility, ease of
modification, and transferrability are major considerations
in the initial design.

The abdove paragraph contains what must still ©be
considered moot points: these requirements have yet to be
defined in a manner by which a universally accepted criteria
for evaluation of these requirements can be estadlished.

However, the validatlon requirement should serve to force
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the issue c¢f requirement and specification visidility. A

rethodology such as SREM can erable ¢the contractor to
accurately validate his specifications againast the stated
requirements and verify that his system, as far as the
specifications are concerned, will function properly.

The cognizant naval agency could also use SREM to
validate the contractor’s specificatica. This, however, may
prove troublesome if the specifications are not writtem in
RSL format as there may not be an accurate translation of
the specifications from narrative form to RSL form.

The criticality of the wvalidation ©process cannct bde
overemphasized., It is the 1last ©voint 1in the acquisition
process in which major changes can easily be implemented
into the system design. Once full-scale engineering
development 1s 1initiated, the Navy =ffectively reduces its
design control. Therefore, the use of arn RSL methodology can

help ensure proper validation of system design.

D. DEPARTMTNT OF DEFENSE INSTRUCTION £¢10.21

DODD 5010.21 [23) is entitled Configuratior Management
Implerentation Guidance”. Configuration wanagement 1is a
discipline applying technical and administrative direction
end surveillance to (1) identify and document the functional
and physical characteristics of a configuration 1item
(hardvare/software that satisfies an end use function), (2)
control changes to those characteristics, and (3) record and

report change processicg and implementation status.
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As previously discussed, both SPEM and PSL/PSA can
perform certain configuration management tasks, 1including
"locking-in" selected portions of the design to prevent
further change, and they will also generate revports as to

changes made to the database.

E. MILITARY STANDARD 1€79 (NAVY)

Military Standard (MIL-STD) 1679 (NAVY), "Weapor System
Software Development , [24] was developed to reflect the
reed to have more stringent control ir the development of
software for weapons systems. The main reasons for this were
the criticality of performarce irnherent in such systems, a
changing operational environment necessitating changes to
the system, and the high 1ife cycle cost.

Appendix A contains Chapter 5 of this MIL-STD entitled,
"Detailed Requiremerts”. Because of their capabilites
discussed in previous chapters, it is felt that systems such
as SREM and PSL/PSA directly aid the contractor in meetirg
the requirements 1imposed by the following sections of

Chapter 5:

£.1.2.5.b Block Diagrams
5.1.2.5.4 Function Description
5.1.2.6 Detailed Functional Requirements
5.2.2.3 Program Functional Flow
5.4.2 Naming
5.4.4 Narrative Description
6€
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8.8 Program Productior

5.5.6.2 Cross-referenc= Listing
£.8.1.4 Program Design

5.11 Configuration Management
5.11.1.2 Documentatior Identificatiorn

There are, however, two sections which should be
considered for modification so as to better utilize a system
such as SREM.

The first 1s section 5.2, "Program design requirements".
Chapter IV 1included a discussion of the prodlems inherent
with the traditional functional hierarchy approach to the
development of requirements. SRFM does not design in such a
manner, it utilizes a flow orientation to the prodlem. This
is presently not compatibdle with the above section.

The second is section 5.4.5, "Flow charts . SREM has the
capadility of producing detailed functional-flow diagrams.
These diaerams can give a clear, concise view of the
system’s operation and the interrelationship of the varilous
functions; a very valuable visual ald. If a system is indeed
developed utilizirg SREM, functional-flow diagrams should be

considered a deliveradle {tem.

F. SPECIFICATION AND TOCUMENTATION STANDARDS

Perhaps the greatest conflict bvetween RSL systems and
the requirerents imposed in the systems acquisition process

1¢ in the area of specification and documentation. One of
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the vproblems discussed in Chapter VI was that RSL generated
specifications d0 not easily map 1into the structure and
format required by OPNAVINST 3568.1, "Department of the Navy
Tactical Tigital Systems Documentation Standards [25]. The
same holds true for Military Standard 49¢, “Specification
Practices” [26].

Appendix B cortains an excerpt from MIL-STD 497 which
deals with specifications applicadle to development of
computer programs,

Filgure 8 1lists the required invuts for a hypothetical
engine monitoring system. PFigure 9 1ists the required
processing flows for the same system. Both of these were
produced by SREM aznd should be compared to sections €8.3.2.1
and €2.3.2.2 in Appendix B respectively. It is evident that
RSL generated specifications are of a highly structured
nature, whereas MIL-STD 49@ is narrative dependent.

The chief complaint expressed by RSL wusers towards
standards such as MIL-STD 492 1is that such a standard
imposes such a strict format that the structure of the
system 1s lost, especlally since a syster such as SREM
structures it designs uniquely.

For now, the above complaint should be considered one of
a highly subjective nature., Some wusers have at their
disposal a translator which transforms specifications of the
form given in Figures 8 and 9 into the form required by
MIL-STD 499, 1including nrarrative, with sore degree of

success, It will take bdoth further use and refinements of

€8
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SUBSYSTEM: ENGINF-MULTIPLEXER
CONNECTED TO
INPUT-INTERFACE: MUX-INPUT
PASSES
MESSAGE: ENGINE-MEASURFMENTS
MATE EY
DATA: MEASUREMENTS
INCLUDES
CATA: SENSOR-TATA
INCLUDES
DATA: MEASURED-P1
DATA: MEASURED-P2
DATA: MEASURED-P3
DATA: MEASURED-P4
DATA: MEASURED-T1
DATA: MEASURED-T2
CATA: SWITCH-DATA
INCLUDES

DATA: MEASURED-S1
DATA: MEASURED-S2

SUBSYSTEM: ENGINEERING-STATION

CONNECTED TO
INPUT-INTERFACE: FROM-ENGINEER

PASSES
MESSAGE: ENGINE-SET-UP
MADE RY
FILE: SET-UP-LIST
CCNTAINS
DATA: SET-UP-DATA
INCLUDES
DATA: NEW-PARAMETERS
DATA: NEW-VALUE
MADE BY

DATA: COMMAND-TYPE
DATA: ENG-NO
MESSAGE: HISTORY-REQUEST
MADE BY
DATA: COMMAND-TYPE

Fizure 8,
Required Inputs
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R-NET: PROCESS-FENGINE-DATA
STRUCTURE:
INPUT-INTERFACE: MUX-INPUT
VALIDATION-POINT: VP-1
ALPEA: VALILDATE-MESSAGE
L CONSID®R DATA: DATA-VALIDITY
IF (VALID)
SELECT ENTITY-CLASS: ENGINE SUCE TEAT
(CBANNEL-NUM = MONITOR-CHANNTL-NO)
DO
ALPHA: UPLATE-~-EISTORY-FILE
TERMINATE
AND
ALPHA: COMPARE~TO-LIMITS
CCNSIDER DATA: MEASUREMENT-STATUS
IF (ALARM-STATE)
ALPHA: TRANSMIT-ALARM
VALIDATION-POINT: VP-2
OUTPUT-INTERFACE: TO-ENGINEER
OR (WARNING-STATE)
ALPFA: TRANSMIT-WARNING
VALIDATION-POINT: VP-4
OCTPUT-INTERFACE: TO-ENGINEER
OR (NORMAL)
. TERMINATE
END

Figure 9.

Required Processing
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the translators to instill confidence in the translaed

requirements.

G. SUMMARY

The adbove sections are by no means a comprehensive
review of the documents discussed, nor do tkey review
all documents governirg system acquisition. Bowever, the
above discussion points out the fact that RSL systems,
for the most part, can be made to support the current
system acquisition process, 1f the incompatibilities of
RSL with existing military specifications and standards

can bYe resolved.
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VIII. RECOMMENDATIONS

A. INTPODUCTION

The Navy is in need of increasing iIts activities in the
requirements definitior area. DOD has ©provided develooment
funds to the Air Force for URL/URA (a derivative of PSL/PSA)
and to the Army for SREM [27]. The Navy currently has no
development projects of this nature.

The research conducted by the other services may be of
benefit to the Navy, but there 1s no guarantee of
universality in 1its application. Tue to differernces 1in
veapon systems requirerents and overall management
philosophies, it is highly unlikely that 1inter-service
transfer o?f technology could oceur without undue
rodification. One Navy user of URL/URA found it
unsatisfactory for Navy applications. As subdbjective as thils
opinion may be, it points out the fact that, much 1llke
alrcraft, it 1is nearly impossible to satisfy two services
with a single system.

The Navy needs to take corrective action to
systematically improve its procedures for the develooment of
softwvare, The ¢first step recommended 1is to hold a major
conference with all facilities within the Navy 1involved 1in

software/system design, including project offices,
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represented. Some of the area that should be dealt with are

discussed in the following sections.

B, PRCBLEM IDENTIFICATION

It is quite important to initially identify all problems
that currently exist 1ir the development of requirerent
specifications and the application of automrmated
tools/methodologies. Those problems cited in Chapter VI are
only a small fraction of the those existent today. Through
their proper identification, a strategzy can be evolved to

develop solutions.

C. AUTOMATED TOOL AND METHODOLOGY EVALUATION

At vresent, there has been no comprehensive, comparative
study of the major automated tools and methodologies that
currently exist in this field. Initiatior of such a stuiy
should seriously be considered by the Navy.

The study should be initiated under the premise that no
one tool or methodology will entirely satisfy the needs of
all projects. Real-time combat systems and ADP systems are
almost totally divergent im their system requirements.
Though current experience shows that, at a mirirmum, a
disciplined methodology of some form is required throughout
the entire spectrum of software-related projects, 1t 1s a
question of applying a particular methodology or automated

tool where it will give the greatest return in terms of
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improved definitior of requirements specifications.
Acceptance of any new technology comes mainly through
demonstration of superior results.

The tools and methodologies chosen for application in a
rarticular area should meet known requirements, have a
capacity for evolutionary growth, and have a reasonably long
expected lifetime. Above all, it must be urnderstardable arnd
suitable for training [28]. The fact that tools and
methodologies developed by highly traired, highly educated
versonnel do not guarantee successful application by
personnel of varying backgrounds should rot be overlooked.
The members of the evaluation group must reflect this

diversity.

D. ACCEPTANCE AND TRAINING

Some of the reasons stated by Wolverton [28] for
versonnel pot wusing tools in general are that they see no
benefit to them, lack of understandirg of the tool,
perceived high risk of fallure, management coercion, and
lack of time to experiment with the tool due to schedule
pressures.

The first step ir gaining acceptance of a tool or
methodology 1s in total management support. Though
management obviously cannot 4issue an edict mardating its
immediate use with the expectation of immedlate results, it
car, nonetheless, provide firm guidance ia its assimilation

into the overall design process.
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The training of the ultimate end-users should not only

provide a thorough urderstanding of the tool or methodoiogy,
but should also be directed towards instilling confidence in
the user as to his or her ability to use the tool or
rethodology.

Time is rarely ir the favor of any project; therefore,
the initial use of such a tool or methodology should de on a
project which does not have great pressures of time and
money. Through a systematic 1introduction, the tool or
methodology will ©be afforded a bvetter chance to succeed or

fail or 1ts own merits, not the perceptions of the users.

E. OTHER CONSIDERATIONS

The adoption of a tool or methodology for application in
a pvarticular area will certainly ralse a myriad of questions
that cannot be dealt with in this thesis, bdbut as an example,
take the hypothetical case ...t SREM 1is adopted as the
standard automated tool for weapon sytems software
development. Should this standard be imposed om <contractors
who wish to bid or future contracts in this area? If not,
should the Navy train personnel in the various techniques
used in 1industry so as to facilitate the liason bdetweer
project office and cortractor? Can the documentation and
specification standards bYe modified so as to allow RSL
generated specifications to be submitted in their structured
form? These and other questions may have to be dealt with as

the state of the art in softwvare techrology advances.
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IX. CONCLUSIONS

This thesis has discussed some of the problems irherent
in requirements specifications as they currently are
developed and has 1looked at an evolving, disciplined
approach to the problem in the form of requirement statement
languages and systems. The promising, if not proven,
automated tools utilizing requirement statement languages,
SREM and PSL/PSA, have been shown to have capabdilities that
ray prove to be of great value in systems acquisition. They
have also been shown to have some drawbacks as well.

Also discussed in this thesis are some suggestions as to
how the Navy should approach this technology, such as
evaluation of these and other tools and methodologies, their
incorporation into projects where the ©benefit would bde
greatest, and gaining the accertance of those who would
actually be required to use such systems.

Above all, this thesis has stressed that these types of
tools and methodologies need to bYe seriously considered by
the Navy as a possibdle solution to some of 1ts prodblems (in

systems acquisition.
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APPENDIX A - MILITARY STANDARD 1679

Py f .
K . . 4

S.1 Program performance requirements. The contractor shall determine

the detailed program performance requirements for the weapon system soft~
vare. The cont:actor shall utilize the basic descriptive requirements and
design informacion provided by the procuring agency to create the progfan
performance raqiirements. This information may be augmented by studies,

analysis, visics to operational uaits, and surveys as necessary. The

- program performance requirements are subject to the approval of the pro-

curing agent.

3.1.1 Supportiag information. The contractor shall utilize, as a minimum,

that of the foilowing supporting information which i{s available to deter-
uine the program pcrfornincc rtquircncu:i:

a. System-level performance requiremants.

b, System-level design specifications.

¢, Eguipaent design specifications.

d. Interface design specificacions.

e. Operational standards, docctrine and tactics.

£. Systen design standards.

35.1.2 Analysis. In determining che performance requirements, the contractor
shall investigate and analyze in decail all areas relating to the perform-

snce vequirements of the weapon system software.
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$.1.2.1 Mission areas. The contractor shall investigate the amission areas,
* primary and secondary, and supporting tasks of the operational user or

platform for the weapon system.

N $.1.2.2 Functious. The coatractor shall define the major fuactions or
groupings of the program necessary to meet the system performance require-

|asuts.

3.1.2.3 Applicable documentation. The contractor shall idencify all docu-

meuts vhich define or constrain the program performance requirementcs.

! Definiticas of applicable teras and abbrevisg:ions not consistent with or not

] included in reference document 2.l.c shall be indicated and defined by

P : , the coat-actor.
v ) .
- O 5.1.2.4 Veapon system description. The contractor shall examine the ’ )
. o | -
- . ; relacionship of all components in the weapon system which affect the program ) :
o ; performance requirements or the computer program. He shall determine how .
e . .
. - the computer program interfaces with other componeants to perform required
* { functions. =
) . ! ‘ a. Peripheral equipment identification. The contractor shall ideatify
all equipment with which the program will incerface.
[ 4
L d
- : b. Interface identification. The coantractor shall identify all other
digical programs or systems with which the program will interface.
i N\
. .
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| ' o
A
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5.1.2.3 PFunctional description. The contractor shall analyze cthe major

functions and the functional relationships of the program with interfacing

equipuents and other programs.

a. Egquipment descriptions. The contractor shall i{dentify the teqdire—

ments imposed on the program by each 1n:er£abing equipment, the

purpose ¢ f the equipment, and the use of options and controls.

b. Block di:grams. The contractor shall generats diagrams of equip-

meat/program relatioaships with internal aad external data flow.

¢. Intersystem interface. The contractor shal’ determine the inter-

faces wich other systems and shall be cogrizant of the performance
requiremnacs and design specifications of all systems which will
interface with the system under developmens. Each contractor shall

be awvare of the purpose of the interface and the data to be exchanged.

Data quantity, frequency, rate, format, content, scaling requiremeants

l;d conventions shall be developed. In fulfilling this assignment,
the contractor may be tasked to participate with other development
contractors as ; team to desiga the inter-system interfaces so that
the periornance requirements of all systems are met. ".f interface
conflicts are uncovered such that an individual system's abilicy

to perform in accordance with its requiremeats {s adversaly afioc:ed.
the interface design team shall recommend to the procuring agency the

necessary modifications to the systems or their intarface to overcome

'ff—-, - v u .- - . —
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. 5.1.2.6

the deficiency. If no solution can be agreed upon, the team shall

Tecomnend modificacion of the system performance requirements to

‘the procuring agent.

Function description. The contractor shall establish the performance

of each function supported by the program, its purposs, and

{unctional design.

letailed functional requirement. The contractor shall delineate the

performance of each function by detailing its narracive, logical, and mathe-~

. satical dcescriptions.
. - 8. Inputs. The contractor shall define all inputs (external and

R b.
’e
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. -
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' d
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“nternal) including their sources, method of insertion, quantity,

timing, range and scaling.

Processing. The contractur shall generate textual and, as appropriate,
mathematlical descriptions of the processing requirements of each

function, including functional parameters and geometric diagrams.

Qutputs. The contractor shall define all outputs (internal and

external) including their method and timing, meaning, formac,

,dciginations. range and scaling.

Sgicia; requirements. The contractor shall ideantify all require-

wments imposed by higher-level constraints or by exigencies of the

funceion.

i
3
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8.1.2.7 Adaptive parameters. The contractor shall identify those parameters

which reflect the system environment, system parameters, and system capa-
eities, and which can be modified without altering the logic of the

operational function.

5.1.3 System resources. The contractor shall define the computer memory.

computer processing time and input and output resource budgets and the
projected utilizacion for the weapon system. If tte weapon system under
development has movre than one digital processor, tle coatractor shall

define these resource values for each digital processor.

8.2 Program design requirements. The computar progsram design shall be
developedAftam the program performance specificativan, and shall comply
with other design constraints and standards as specified by the procuriang
agency. The software development shall be a cof—duwn process. The design
shall be a hierarchical structure of tdentifiable programs, subprograms,
modules, procedures and routines., The highest level of control logic resides
at the top of the hierarchy; the computational or algorithmic functions
reside at the lower levels. The contractor shall define che agsumptions,

the progracmiang approach for implementing the computer program and shall
défine the program architecture.

The program design shall be subject to

review by the procuring agency.

3.2.1 Supporting information. The contractor shall utilize, &s a& minimum,
that of the following supporting information which {s available to determine

the program design:




s. Systea operational design documents.

b. Program performance specification.

€. Interface design specifications.

d. TFrogrammaing reference manuals.

e. Equipment techaical manuals.

€. %Specified programming standards and coaventions.

g- ‘pecified utility/support software.

3.2.2 (Computer program design analysis. In determining the detailed com-

puter prugram design, the contractor shall investigate and analyze in detatl

the following areas relating to the computer program.

3.2.2.1 Applicable documencation. All docusacs which constrain, define, or

1afluence the program design shall be analyzed. The contractor shall define

all design terms aad abbreviatioans used to describe the program design. N

$5.2.2.2 Functional allocaticn. The allocation of functions and tasks to .

be performed by the subprograms and a functional description of items,
{aputs, outputs, and processing to be performed shall be considered and

subsequently defined. All performance requirements shall de satisfied in

their entirecy in chis a_.Jcation.

3.2.2.3 Resource allocation and reserves. Msmory storage and processiag
time for each subprogram shall be detarmined. Total system memory and

precessing time vesarves of at least 20 percent shall exist st the time of . .

pregram ascceptance by the procuring agency.




$.2.2.4 Program functional flow. The flow of program data aand control in

all required modes of program operation shall be decermined.

a. Program ‘anterrupt control. The source, purpose, type, predicted

zate of occurrence, and required coatrol response for each ex-

ternal and intermal interrupt shall be determined from che analysis.

.®. Subprogrim reference control. The control logic, assignment of

prioritics, and permissible cycle times for each subprograzm shall

be deteruined from the analysis.

e. Special rontrol features. Unique control :equirements which affect

. : the desiin of the control logic shall be identified.
- $.2.2.5 Design constraints. The coastraints of the specific programming e L
- language to be used; the coastraints of the specific compiler, meounitor, '

,; loader, librarian to be used; the capabilities of specific debug and utility
8i1ds tor the program production; and tha mremoic latel'ng conventions re~

quired shall be d;tipcd by the contractor.

- $.2.2.6 Data base design. All data used by two or more subprograms shall
4 be taken iato accouant during the computer program design.
v -
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5.2.3 1Intersystem interface. The contractor shall determine the f{ater-

faces with other systems and shall be cognizant of the performance require-
ments and design specifications of all systems which will interface

with che systea under development, Each contractor shall be aware of the
purpose of the i{nterface and the data to be exchanged. Data quantity,
frequency, rate, formac, content, scaling requirements and conveantions
shall be developed. In fulfilling this assignment, the contractor may be
tasked to participate with other development contractors as a team CoO
design the incer-system incerfaces so that the performance requirements
of all syscems are met. If interface conflicecs are uncovered such that
an individual system's ability o perform in accordance with its require-
ments !s adversely affected, the {nterface design team shall recommend

to the procuring ageancy the necessary moc {fications to the syscems or their .

interface to overcome the deficilency. I% no solution can Ye agreed upon,
the team shall recommend modificacion of the system performance require-
ments to the procuring agent.

5.3 Programmiﬁg standards. The following coding and logic standards

;lhlll apply to the implementation of subprograms.
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3.3.1 Control structures. Programs shall be designed using only the five

basic control structures presented in figure 1. They are: The SEQUENCE
of operations (assignmenc, add,...), IF THEN ELSE (counditional branch to
oons of two operations and return), WHILE DO (operation repeated while a
condition is true), DO UNTIL (operation repeated until a condition is
true) and CASE (operation which provides the transfer ql program caantrol

to a specific locition within a compile-tinme system).

5.3.2 Entry-exit structure. Each module, subprogram, routine, or procedure

shall have a single entry and single exit szructure. (See figure 2.)

5.3.3 Source cod: segment includes/copy. When repetitive

segments of soyrc2 code are required in the program being developed, they
shall be coded only once as a structyxal source code block, thereafter being
referenced/utilized upon each occurrence by appropriate INCLUDES or COPY
features, or constructs of the source HOL compiler. These included/copied
segments shall be written in HOL emly. Any program logic vithin a given
structural segment shall utilize only those control structures specified i{a
paragraph 5.3.1. Fér maximum memory efficiency, common routines ot pro-

cedures should be used instead of included/copied source code blocks

_ whenever practicable.
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) j ' Control flows from process A to the next in sequence, process B.

Figure 1X.

I¥ THEN I1SE.

THEN

ELSE

C

The flow of control will return o a common point after executing either

process B or C. A predicates the conditional execution.

If control is to

skip a process pending the condition of A, then the flow chart can be
modified thusly: (See next page)

PIGURE 1.

86
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FIGURE 1B. (Coctinued)

THEN

i=

FIGURE 1C. WHILE DO.

The WHILE DO structure is a loop, in which the condition A is evaluated.
If found to be true, then control is passed to process B, and then coundition

A 13 evaluated again.
-ghe loop.

87

If condition A is false then control is passed out of
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PIGURE 1D. DO _UNTIL

.

The DO UN(IL structure is similar co the WHILE DO —— except that the test
of condition A is performed after process B has executed. Thus the DO
UNTIL loc) will be performed once regardless of the value of condition A.

CASE.

TIGURE 1LE.

Control is passed to process 'K' based on the value of 1. Structured .
programs of any degree of complexicty can be built up, {f they can be
droken down into individual components.

88 ‘ g

- o« L Ve . . “——_-—-r -
. . ) .
. . o ’ .

v

!
o



ELSE

THEN

1 oo
‘ EXIT '
YIGURE 2. Nesting of Control Structures.
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] 3.3.4 Program traceability. Programs shall be designed and constructed
such that upon iaterrupt or termination, the values of tha varicus para-

waters, indices, and other local variables as of the last usage are recover-

able.

$.3.5 Self-modification. Program self-modf{ficaciocn of instcructions during

executior shall be prohibited.

5.3.6 Ricursive orograms. Recursive procedures or programs shall not be

usad unless the target computer has a stack oriented architecture.

J
5.3.7 Size. The procedures or routines wi:ich make up a module or sub-
‘ ) ] program chall not exceed an average of fift: executable HOL ;taccncqu per
. } :
* . (j} procedure or routine. Each independently axecutable HOL statement, wvhether
. . ’ )
. - ! free-standing or included within a complex statement, counts as one of the .-
. "y . . :
; fifey. !
H . - .
Jat N .
. ‘v $.3.8 Braanching. Branching statements (GO T0's) are to be avoided 1f
‘ possible, and used only with the approvai of the procuring agency. Branching
« statements, 1if approved, shall oanly pass control to a statement that 1is in ‘
the sane procedure or routine. Each GO TO must pass control only forward of
g its point of occurrence. Backward jumps generated by the compiler are per-
- . i, aitted. Transfers from a procedure or routine shall only be to the entry
&
I point of another procedure or routine.
A Y
$.3.9 Relocacabilfty. The software shall be built in che form of relo-
e y . )
N catsble object modules.
-
]
. ‘\':"’
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3.4 Programming conventions. The following programzing conventioas shall

be utilized in all veapon system software.

S.4.1 Symbolic paramecerization. All values used in the weapon system soft-

ware vhich are constant cthroughout the weapon system design but which may be
affected by eavironment changes (e.g., sensor output limits, maximum range
of weapons, maxizum number of targets handled, data storage limits) shall
be treated as synbolic parameters in the design. Duplication of symbolic
paraneters shall be minimized through use of common source of values. When

duplication is accessary, common symbolic parameter identification nomen-

- elature shall be used and comments will point to location of duplicates.

Symbolic parametrrs shall be grouped at the beginning of each progrﬁn. Comments
shall provide a cefinition and the locati&n of all parameters. Special symbolic
paranatric definftion features of the high level language and compiler shall

be used.

S$.4.2 Naming. Naming coaventions shall be uniform chroughout the weapon

systen software.

3.4.2.1 Modules. Module names shall be uniquely chosen to identify the

applicadble function performed and the hierarchical logic structure in relation

- ¢o other modules in the system baing developed.

$.4.2.2 Data. Data names shall indicate the function of the data iteam.

3.4.3 MNumerical conventcions. Numerical conventions shall be established

by the coacrsctor so that they are uniform throughout the program.
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$.,4.3.1 Symbolic constants and variables. Constants and variables entering

into numerical computations shall follow the constraints set forch {a para-

graph S5.4.1.

5.4.3.2 Mixed mode expression. Mixed-aode numerical operacions shall be

svoided whenever possible, but when determiiied to be necessary, they shall

be coupletely described in comments.

3.4.3.3 Grouping. Parentheses or other subaxpression delimiters shall be
usaed vherz2 necessary to clarify the order of evaluation of compound expres-

sious.

5.4.3.4 Significanc digits. The anumber of significaat digits as output shall

not beg-eater than the number of significanct digits as input. The effect

of truncation performed shall be considered in applying this conventcioa.

gufficicnt significant digits shall be used in calculations to yield a y ©
ninimum of computacional error, and rounding by the programmer shall not .
occur until the final computational stap. The degree of computational error

shall be analyzed to determine if systems accuracy requirements are fulfilled.

S.4.4 Narrative description. A narrative description shall describe the

* history and identify the functians of procedyres and routines.

S.4.4.1 Abstracts. Each procedure and routine shall {nclude at the deginning
of the executable coding a textual description of its inputs, ouctputs,
function or task, and algorithma; lisc other procedures or routines called;

snd list all calling procedures or routines. 1Ian addition to general

vr —— e — —
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axplanacions, to issist understanding, precise references to the appro-
priate statement labels and data-names shall be included in each descriptive
abgtract. Local, previously undefined data-names shall be described. The
descripcive abstract shall define che allowed and tolerable range of values

for all inputs ard shall define cthe allowed and expected range of values

for all outputs.

S.4.4.2 Identif:cacion. Each procedure and routise shall carry an fdenti-
f£ying label-vane indicacing fuaccion and hierarchical struczure. A history
of the original and updating programmer names, the activity or commercial

Lompany pame and the activity or company division code or billet identifier

with dates completed shall be included.

S.4.4.3 Statement comments. In order to facilitate program comprehension,

<omment statements shall be used throughout the program code. Comment
statements are non-executable ({.e., those which have no effect on compuier

cperations) anrd are ured to provid~ documencatioo and clarificaticn of the

logic, data, variables, sad algorithms. ZTach gsource statement shall be self-

defined or defined by 3 comment phrase to a level understandable by a person
pot associated with the original development effort. lLogical groups of
comment phrases may be included in a single comment sta:cnn.nc. Ganeral com~
-ments on groups of source statements performiang logical fuactions shall bde

4ncluded on separate comment statements.

1.‘.? Source record format.

93
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5.4.5.1 Execution efficiency. Subject only to the interest of readability,

elarity and maintainability, source statemeuts shall be coded to optimiza

object code execution.

8.4.5.2 Indentation. Program structural tandentation shall be used to im-

prove readability =nd clarity.

5.4.5.3 Source statement. A source statemrnt shall not be compound or

complex in structure except as necessary to support the coatrol structures

defined {n paragraph 5.3.1.

5.4.5.4 Sequence numbering. Each source record shall contain a sequeace
numbher prior zo delivery as a configuratior item. Sequence cumbers vithia
8 procedure or routine shall be in sequentially increasing order beginning

with aad differing by some mulciple of ten.

$.4.6 Listings. Listings related to the program shall meet the standards

specified herein.

3.4.6.1 Contentc. For acceptance as a deliverable configuration item, the

listing of a compiled program shall include source language statements and

- comments with resulting object machine instructions interspersed appro-

priately (together with actual or equivalent sssembler statements, Lf avail-
sble). Relative location of instructions and operands shall be exhibited
together with statement labels, {dentification numbers, and card fdentifiers.
All descriptions of referenced routines, functions, tables, variables, coa-
stants, files, indices, atc., shall be included in conjunctioan with this

1isting and arranged for convenient accass.
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$.4.6.2 Cross~reference listing. A cross-reference listing shall be pro-

duced relacing each data name to the address of every other statement refer~
ving to it, and relacing each routine and the address of other routines

. calling upon it. The list shall be exhibited as a sequearial table in

alphanumeric order.

3.4.7 Flov charts. There is no requirement that flow charts be a deli-

. verable item.

: 3.5 Program prrduction. The contractor shall gen:acate the program in an

orderly and weli-controlled manner. The requirements shall be zranslated
- {nto progranm desi&n in a systematic top~down method. The system shall be
divided into coustitueat parts and then these parts broken down into their
. coustituents, ‘ Each level of design developuent (or break down) is con-
‘.- tinued until a level {s reached aher;in no other function {s subservient to

the function. Levels shall be structured so that a lower level function

does not call on a higher level function. Program coding shall follow the
N same structure asg the design, which allows identifiable division of the pro-
? ' graming task. Profranning shall commence with the highest levels which shall
| then be tested extensively and placed under cocfiguracioa/library coatrol
before descending downward in the design to the programming of any subordinace
levels. fficienc and effeczive control of the program during coding and test

.48 zequired.

Ay
. 5.5.1 Organization. The contractor shall implement a program production
,orgahiza:iou that facilitates the top-down design, coding, and test of the

progran.

()
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$.5.2 Iiming and mewmory management. The contractor shall be vesponsible
for management of computer system resources (e.g., main memory, mass
storage, processor time, Lnput/outpuc controller(s), and ianput/output
chaonel(s)). He shall determine the original assignment of system rasources
through analysis and sodeling. The contractor shall sonitor the utilizacion
of the assigned rescurces as prograa develonment prograsses. A ainimus
vesarve >f 20 percent capacity shall exist o each resource area st .m

time of zrogram acceptance by the procuring ugeacy.

S.5.3 Library usage and control. The contra:tor shall establish proceduras
for producing, updating, and concrolling source aand object libraries of

the goftvare under developaenc. All meui programs and development changes
shall be maintained in both source and object format. All program patches
shall be maincained i.n. maintenance/patch lcgs and on patch tapes until -
incorporated in the pstch-free source program. Program patches shall, as

8 sinimum, be idencified by: patch production date, programmer producing the

psteh, the program segment that the patch is applicable to, the corresponding

problem aumber or idencificacion, the test that revealed the prodlem, the

testing that certifies the integrity of the patch and the Problea that

" secassitated the patch. ' R

$.5.4 lLoad maps. The contractor shall describe the format, method and
location in which the various portions of the prograa are loaded and stored
in the weapon systea computers and, if applicable, disks or other storage
devices. This mapping shall include delineacing all of the portions of the

program that are £o be concurrently resident in the device in question and
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the location and size of each portion of the program. 1f the systes has
more than one defined configuration or mode of operation for the software,

the contractor shall describe chis information for each configuration or mode.

3.6 Program generation. .

$.,6.1 Language. Weapon system software shall be coded in one of the high
order programming languages (HOLs) approved by the Department of Defense
unless a specific waiver has been previously granted to the procuring agency

by proper author.'ty. .

3.6.2 Program rageneration. All weapon system software delivered l_ay the

countractor shall be capable of baing regenerated from Governmeat owned and

the delivered susport software. : ‘-’)
5.7 Program operation. The contractor shall de:eminc.:hc pt;ocedures for ) " o
the operation of the weapon system software. Proce ires shall be described .

in tarus undirstandable ro operacional personnel. Progvran operation praocedures

shall be subject to the approval of the procuriag agency.

3.7.1 Aaalysis. In detarmining program operation procedures, the contractor
shall investigate and define in detail the following aress.

s.7.1.1 m:tuac’ticul operation. Minimal processor and paripheral equip-~
'-a:.rlquttmu. equipment sst-up for systes operation, program set-up, .
specisl parsmater entering requirements, standdby/operate procedures, moani-

toring procedures, and recovery procedures shall be defined.

9,
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3.7.1.i !"unctional ogeuc’ion. Individual operator and station functioas;
coordinated station procedures; all human factor aspects, modes and pro-
cedures necessary for each console or station operator to perform his
function in support of system operation; the fuaction of every control
buttoun, switch, readout and display affacted by or affecting the system;

all coustraints imposed on cperacor actions shall be defined.

3.8 Qualicy assurance. The concractor shall implement quality assurance
procedures to verify in each stage of the development that the product
program vill meet the current performance specifications approved by the
procuring agency. The contractor shall implement quality assurance pro-
cedures ty validate the accuracy, correctnass and performance of the
product programs, to verify the accuracy m’. conformance of prograa documen-
tation to the uquirngnu of :!ﬁ.s M{litary Scandard and to ensyre that all
procedures incunbent ca the development activity are properly and completely
!o!.lwd. 'nc procedures shall he open to reviev by the procuring agency
or its suthorized representative. The implemencacion and functioning of
the procedures shall also be open to inspection by the procuring agency f.;r ics

suthorized representative.

3.8.1 Organization. The quality assurance organization shall include
provisions for addressing all che following facets of quality assurance.

S5.8.1.1 Reporting level. The concractor’s quality assurance organization
shall have s cotrporace reporting responsibility external to the developing/
., engineering group to assurs an objective evalustion of conformity and progress.
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$.8.1.2 Parciéipacion in audits. The comtractor's quality assurance organi-
sation shall present and shall conform with procedures for independant
quality audits that should cake place throughout the developmenc phase
starting with design development and ending with test, certificacion,
delivery and acceptance which measure system couformance with technical and

sanagement requi:ements and standards.

$.8.1.3 Design ‘evievs. The coniractor’s quality assurance organization

. shall parcticipate in design reviews and walk throuzhs ucilizing procedures

to assure complul.eness and accuracy of presented materials and to assure

timely and corrent completion of scticn assignments.

$.8.1.4 Tests. The coatractor's quality assurance organization shall witness
tests to assurs :onformance with appgovcd procedures. Quality assuracce
sctivities shall include record-keeping, maintenance, control of test materials,

and conflice/discrepsncy resolution.

$.8.1.5 Deliverable izems. The contractor's quality assurance organization

shall provide and shall conform to procedureas to assure contractual correccness

of all deliverable iteus.

5.8.1.6 Reporting. The contractor's quality assurance organizacion shall

" utilize both interdepartmental and intradepartmental reporting chains to

assure prompt reporting of the results of quality assurance sctivities.
Quality assurance shall follow-up any noted discrepancy/action assignmeant

to agsure timely and cosplete correction of the probdlem.




5.8.1.7 Authoricy. When conflict exista betveen quality assurance sad
other contractor functions at a specific task/management level, the
couflicet shall be resolved successively ac the aext higher level.

$.8.2 Program design. The detailed pecformance requirements for the
weapon system sofcvare shall be audited and verified as deing adble to
satisfy the requiremencs of operational requirements, operacional standards
and systea performance specificacions, as mny be provided by the procuring

sgency.

s early ss possidle in the design phase, taie proposed program archi-
tecture shall be verified as to its capability to support the computa~-
tiocnal 1jad imposed by maximum operacion of all funccions required to be
simultavacusly serviced. This verification may require extensive modeling
and simulation and shall, ia all cases, be completed prior to design
implementation and coding.

The detatled design of che weapon syscem scftware shall bde verifiad
sgainst the performance rcquiémts specified by the procuring agency.

The detailed performance requirements, the progras architecture sad

the detailed program design will be gsubject to review by the procuring

sgency at scheduled milestones in the program developament cycle. Prior

to submission of che decailed design to the procuring agency for review,

& design valk~through shall be conducted. This design walk-through shall

be sccomplished by one or more technically qualified persons ia conjunction
" with the originator or originstors of the detailed design.

3.8.3 Program production. Programming conventions, program design rules
aod programming standards shall be promulgated to and followed dy anl
levels of program production perscanel. The contractor shall imsure pro-
grammars are skilled in the use of the specified language and compiler

. capabilities. Standard procedures shall be developed for programmers to
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follow in use of coding forms, subamission of compile requestcs, reports of
progress and asscciated liscings.

A code walk-through review of each program segment shall be conducted

prior to submissfon of che program for compile. This review shall be con-
ducted by one or more technically qualified persons in conjunction vicp the
originator of the code being reviewed. Coding shall be verified for com-
plete compliance with detailed program design, Coiing shall be validated
for compliance with specified programming conveantians aud standards.
Listings for developmental segments of the progras shall be thoroughly
desk~checked before computer-ruan testing.

3.9 Program test. The coatractor shall determine the scope of tests re~
quired to ensure that the program beiag developed meets 2ll specified tech-
aical and operational performance requirements anc. the acceptance criteria.
The concractor :hall be responsible for accomplishing all development test~
ing. Test plamnt.ing shall include development of:

s. Progran scceptance criteria. '
b. Lavels of ctesting to verify performance.
€. Ianternal procedures for scheduling and conducting tests.
d. 'Detailed procedures for testing at each level.
e. Reportiag procedures of test results.

ll} test plans specifications and procedures shall de subject to review
aod approval by the procuring agency. The procuring agency shall be kept

advised of all test schedules and shall be permicted to witness all ctests

with designated Covernaent or coniractor represencatives. The coanlractor
shall provide all supporting software necessary to conduct, control aand
zecord tests. The contractor shall define any special support software

'nncnso‘ty to .atisfaczorily test the software being developed. The con-

tzsstor shall {dentify to che procuring agency aay GFE or GFI vequired to
oupport the test program early endugh ¢o sllow the procuring agency to
obtaia and deliver sny such trequirements without impscting the development
snd testing schedule.
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The contractor shall provide or insure the availability of adequate

"facilicies for conducting all required tests. The procuring agency shall

have the opcion of specifying the facility chat should be used to conduct
any portion of the test prograa.

The contractor shall prepars test reports shoviag quantitacive resules
of all cests. Such reports shall be signed by a represencative of the
eontractor. Any formal or i{nformal spprovai of the tescing results by
the prociring agency rapresencacive during che course of software pro-
duction shall aot be construed as a guarance of the acceptance of the
finished product. Testing shall consisc of the following:

a. Subprogram/module tests
b. JFunction tests

¢, Jystem performance tests
d. Systems integracion tests

3.9.1 Subprogram module tests. Each subprogram/wodule shall be subjected

to developmental cestiag. Such tests shall be adequate to determine compli-
ance vith the applicable technical, operational, and performance specifica-~
tions. As a minismum, each subprogram/module shall pass the following tests:

.a. 'criftu:ion of che coded s;;bprogrul-oduh to easure that it
fully satisfies the performance and design specification require-
sents and chat all code to be delivered has been exercised.

. Brxor-free compile/assesbly of the coded subprogram/module.

¢. Exercise of the subprograa/module in teras of input/output
performance with the results satisfyiag the applicable performance
and design specification requirements.

$.9.2 TYunction tests. Subprograms/modules shall have passed the subpro-
gram/module tasts prior to beiang subjecced to functional tasting. The sud-
progran/modules shall be integrated individually fato particular subsystes
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programs. PFuanction tests shall be adequate to determine compliance with
the applicable techaical, operational, and performance specifications.

5.9.3 System performance tests. All subsystem programs shall have passed
the function tests prior to system performance testing. The subsystem
programs shall be integrated individually until all subsystem progranms

hsve been integrated into the system program. These tests shall be
sdequate to determine compliance with the applicatle techaical, operacional,
and performance spccifications. As a minimum, systems performance testing
shall be perforried to:

a. Verify ihe total man-machine interface.
b. Validat: system initfacion, data eantries 'riz peripheral devices,
program loading, restarting, and the monitoring and controlling
of system operacion from display consoles and other control
stations as applicabla. ' )
€. Verify system integration of equipment and subsystenms. 3
d. Varify the capability of the system to sacisfy all applicable A
performsnce and system level specification requirements.
6. Vis the deliberate insertion of erroneous inputs, verify the
qapnbui:y of the system to properly handle and survive erronecus
iaputs and pruper inputs encered in improper format or sequence.

5.9.4 Systems integration test. In instances vhers the developed pro-
gzam 1is a compouent of a larger system involving the iacegracioa of two
or more programs developed as separate projects, the individusl contractor
.shall be required to psrticipate iz total system integration testing.
Iategration testing may be conducted at facilities other than the develop~
weat facility, such as a Land-Based Test Site. Each coatractor shall
.provide techunical support to the integration testing as required.
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3.9.35 Soitware trouble régetins. The coatvactor shall develop and im-
plement internal procedures for handling and reporting all sofcware or
softvare telated probleas identified. In addition to the categories
and priorities described below, a code shall be utilized to indicate the
status of each Sofcware Trouble Report (STR) as it progresses through
the corrertion cycle. All STRs shall be verified for accuracy and cor-
Tectuess and subaicted on scandard forms. )

The contrictor shall maintain 3 complete set of software problem data
files throughout the duration of the contract and make this information
available to the procuring agency or his authorized representative upon

Tequest.

3.9.5.1 3oftware trouble report category. Software problems shall be
elassifiad by cacegory as follovs: :

8. Program trouble (P). The prugram lces not operate according to
supporting documentacion and the dccumencation is correct.

b. Documencation trouble (D). The program does not operate according
to supporting documentacion but the program operation i{s correct.

€. Design trouble (E). The program operates according to supporting_
*  documentation but a design daficiency exists.

d. logic trouble (L). The program has a logical error with no directly

observable operational symptom but with the potential of creating
trouble.

© 3.9.5.2 Software trouble reporc priority. Sofcware problens shall be classified

by priority as follows:

8. friority 1 - a major aslfunction rendering the entire program
or a major functional area unusable or unrelisble. All problems
of & major nature vhich are unpredictable, that is, canmot be
veproduced at vill, shall be classified as priority 1.
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b. Priority 2 - a serious malfunction which limits the program from
performing its full capability and for which chere {s no zlternative
procedure availahle.

€. DPriority 3 - a malfuaction which presents an erroaecus result bdut
for which the program provides an alternative permitting full
capability operation. ’

d. Priority 4 - a minor error Or operator aanoyance which has no
effect on the operational capabilicy of the system.

e. Priorizy 5 - an insignificant error or no ervor.

3.20 Program acceptance.
) . MOTE: This section is presented here to show the intended

subject matter. The conceat of seccion 3.10 will be modified,

as nec:'ssary, to be in couformance with the final versioa of

TADSTAND X (Sofrware Quality Assurance Testing Criceria).
Incrementally diring development and prior to acceptance by the procuring
agency, the con:ractor shall demonstrate the complete capabilities of the
program. This demonstration shall take the form of meeting the incremental
program performance criteria by formal testing and auditing.

Program performance criteria shall be messured by: the number of existing
patch wo;ds, the priority and aumber of outstarding and unresolved Sofe-
ware Trouble Reports (STRs), the endurance tun :1n§ vithout system failure,
the core memory requirements, and the timing requiremeats of the operating
progran. These criteria shall be met incrementally, during developuent,
prior to operacicnal employment and throughout the software life cycle.
‘The specific criteria and their relative times of compliance are specified
4da Pigure 3.

_thcsc performance criteria are binding on all software program types
specified in this standard.
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a. PornAI Qualification Testing (FQT) shall demonstrate the appli-
cable performance requireaments. The test eavironment shall coa-
sist of actual oﬁera:ienal and {ncerfacing equipment to the
extent practicable. Data inputs shall be operational scenarios
designed to demonstrate the correct respouse of the computer
program to stimulation actions through man-machine, or other
exterual, interfaces. The operating procedures for the program,
as detexningd by the contractor, shall be used to exercise the
program in FQT.

b. Auditing shall verify the correspondence and correlation between
.81l deliverable items which are associated with and support each

- . computer program eatity which the coatractor has been tasked to

. produce. This auditing shall faclude but is not limited to the

' followiug items: _
. (1) Reriew of program documencation for. format, completeness,

. corTespondence and correlation.
d . (2) Review program listings for compliance with applicable pro-
- gramming standards and coaventions.

g (3) Verify operator/user manuals as complete and accurate.
) The contractor shall prepare all materials for the audit, provide
wpace for thke 2adit group, and provide technical assistanca. The
procuring agency or designated representative will direct and
* coutrol the audit.

S.11 Coafiguration management. The contractor shall develop and implement
. procedures to ensure the positive identificacion, control, status accounting
s _#nd sutheatication of the configuration of the weapon system software, the

- .- detailed performance requirements and the detailed program design during
all phases of the development effort. The contractor shall insure that
such procedures are integrated with the configuration management procedures

. sddressing the total system when the software is ounly one element of the

Y weapon system being developed. Procedures shall provide:

e wre
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Positive identification of all program elements.

Rapid, comprehensive and accurate treactmanc of proposed changes
to elements under configuration coantrol.

Comprehensive implementacion of anproved changes and disseaina-
tion of corrected documentation and program changes.

Accurate trecords of scatus of all proposed changes.
Verifications of change control, identification and status
accounting of the software produc:s.

S.11.1 Configuration idencification.
$.11.1.1 Baselines. The contractor shall ascablish internal baselines

represeating the approved description of cthe configuracion of the weapon

systen softwars under development.

$.11.1.2 Documentation identification. Th: contractor shall establish
titling, labeling, numbering and catalogini procedures for all descriptive
documentation and program material which sitisfy the following criteria:

Denotas the prograa to which it aovplies A : . -
Describes the purpose of the document }-
Defines the baseline which it is a part of, or in support of v’
Denotes the serial, edition and change status of the documeant To.

The dace of prograa compilation shall be {ndicated as part of the fdentifier
for each delivered program. Sequence numberiag of a prograa shall be
structurad so future changes to the program can be properly noted.

3.11.2 Configuration control. The contractor shall establish procedures

for the formal control of sll documents, progranm materials and the develop-

sent sypport library. Procedures shall include the establishment and

functioning a software configuration control board, the methods and formats

for subaission and acting oo Softwars Change Proposals, Software Eshancezent
Proposals, Sofcware Trouble Reports and Specification Change Notices. . .

108.
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$.11.2.1 Softw:sre confipuracion control boards (SCCB). Each baseline shall .T)
be under the formal concrol of & respousible board. The board shall idencify
snd maintain the complecte and current description of each element of che
baseline. The bdoard shall consider all proposed changes to the baseline
and take appropriate action on each proposal. Each proposal shall be
. snalyzed and evaluated in the following areas: .

8. Operational impace
b. Technical design impact
€. Resource requirements (e.g., cost, personnel, time)

* Tor all approvei changes, the board shall ensure {mplemented changes are
reflected in all baseline documentation under the control of the procuring
agency. >

Changes which raquire the approval of the procuriang agency shall be for-

s warded by the contractor vith complete analysis, evaluation, and recommen-
T datiouns. :
O
- $.11.2.2 Software changes. MIL~STD-1679 shall be used during software B
T development to communicate changes among the software community. Changes . £

to the software proposed by the concractor {(including descriptive documen-

f: tation) wvhich {s under configuration control by the contractor or the
government or both, shall be submitted to the appropriate software con-
figuration control board(s) as either Software Change Proposals (SCP)

« or Software Enhancement Proposals (SEP) depending on the classification

' of the changes. An SCP or SEP vhich has cost or schedule impact shall be
sttached to a form DD1692 (Engineering Change Proposal, page 1) coupleted
"snd oumbered in accordance with reference 2.1.a.

$.11.2.3 Documentation changes. Procedures for controlling the preparation
_eod dissemination of changes to documencacion to reflect approved and
implenented $CPs, SEPs, aud STRs shall be developed. Such procedures shall
be designed to insure the sisultaneous promulgstion of the documentation

snd program change. )
: > -
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3.11.3 Configuration sca:ﬁs accounting. The contractor shall escablish

procedures to enable the generation of periodic status reports oun all
elements under configuration management. Procedures shall idencify all
SCPs, SEPs, and STRs in preparation, in review, and in the current stage
of implementation. Procedurss shall identify all disapproved and deferred
$CPs, SEP:., and STRs.

S.11.4 Confipuracion suthentication. The contractor shall utilize con-
figuratica authentication techniques which, ss a minimum, include the
following:
- 8. A review process that reconciles deliveradle software ptéducts
) to their approved documentatiosn.
4 b. Yrocedures to assure that the software products are idencified as
- stated in the applicable coatract requiremeats and the approved
i . project configurstion management plan.
: . '; 'C) €. Procedures to be used by the change control authority to con-
_' . firm incorporation of the approved coufiguration changes. . \
-t - d. Procedures for the reconciliation of configuration status
- T : secounting reports and status (version) of the software pro-
_4 ' 2 . ducts to the approved baseline(s) and 1its approved changes. . .
. 832 Managenment coutte]l. The contrsctor shall determine and implement a -
h sanagement system for the developwent effort which is acceptable to the
. ¢ ) procuring agency. The usnsgement of the development shall emphasize
- efficiency and economy. Clesar lines of authority and respoasibility shall
\ 2 ' . " ba established. The ssnagement system shall provide for the coordination
- . ) of all facets of the develaopment wnder a master schedule of events and
e milestones. Milestons dates shall be established for demonstrations of
' evolviag softvars capsbilities. Such demonstrations are inteanded to pro-
; vide the necessary visidility for project msnagement and seaningful out- . .
put for product validstion. The management system shall provide a capabilicy
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to -monitor the progress of the development by means of regular scatus
reports, vevieus and audits. The management system, including planning
and procedural guidance for the development effort, shall be compiled i{n
an overall plan for visibility, formalizatiom, control, and coordination
of the development. .

$.12.1 Organization. The contractor may use an internal organization of
his own choice, subject only to the rsquirements from this standard
wvhich are invoked by the procuring agency. The contractor shall designate
sn overall manager for the development effort. Th: functions of design,
production and test shall be given organizationmal ‘risibility. The relation-
ship of all support functions, both full-time and part-time, required to

) support the development effort shall be clearly delined. The respousi-

) bdilities of all sub-contractors, if used, shall be clearly visible to the

. procuring agency.

- 3.12.2 Regource management. The contractor shall determine his resource =

} requirements in the three areas of personnel, facilities, and equipment. . «

. . Planning shall be completed early enough to permit orderly acquisition, ~
installation aad training (if applicable), of resources on an optimunm o

~ schedule to prevent delay and to avoid dead-time. Planning shall be .
zespousiv tn schedule changes. The cuatractor shall aveid sharp flu:- '

i tuations in persounel requirements by judicious shifting of personnel as

development tasks change.

Reusability, permaneacy or length of project and convenience of location
& o shall de weighed. The procuring agency msay direct the use of goverament
. A or other facilities.

The contractor shall consider the cost-effectiveness of commercial equip- -

| . @ent to assist in the development whers appropriate. Where weapon system . .
equipment 1is Covernment-furnished or Covernaent-specified, the contractor

shall be responsible only for the cost-effectiveness of its use and

: ssintenance, not its acquisition. The possibility of comtinuing use of D -
o ’ i . Too. e 8 : "
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the equipment by the Government during the operational support phase of
the sofcwvare life-cycle shall be a consideration. The contractor shall
implement s system of management moanitoring of utilization in the areas

of personnel, facilities, and equipmeat comsidering both quantity and cost.
Actual utilizacion races shall be compared to predicted rates at least
sonthly. The procuring agency may specify more frequent comparison.
Variations shall be expeditiously investigsted and corrective action
initiaced. Personnel stability and productivity shall be measured

zegularly.

- 3.12.3 Status reviews. Status reviews may te requested by the procuring
. agency at regular intervals during the devalopment effort. The contractor

shall be able to provide information at these reviews to apprise the
procuring ageuncy of current status, progress, problems, and critical items
occurring {a the development effort within the purview of ths coantractor.

$.12.3.1 Status review subjects. The contiactor shall address the following
subjects, as appropriate to the stage of the development effort, in each
status reviev:

. @« Organizational changes, managerial persounel changes
b. Progran design status
€. Davelopment schedule status (ailestone prognosis)
4. Coding status
e, Software Trouble Report (STR) status
£. Software Change Proposal (SCP) scatus
g. Software Enhancement Proposal (SEP) status
b. Iategration schedule status
4. Testing status
3. Deliverables
k. Progress on pravious problems
1. New action items/prodlems
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5.12.3.2 Status veview subject items. Within eaca subject area , the coo-

Delinquencies: governmental, outside concractor, subcontractor,
asnd internal
Manpower utilization

Pacilicties utilizacion
Computer system resource utilization (see $.5.2)
Financial summary

tractor shall :ovar the following items, as applicable:

a.
.b.

.

€.
d.

. 1seluling:

The program schedule updated to the end of this reporting period.
Major difficulties encountered and plans o overcome thenm,
Tasks/units that sre currently behind schedule (or
have anticipated schedule changes), their effects on completion
of the project, and steps being taken tc remedy schedule delays.
Othe: information which defines cauyse and effect of significant
changes on the contract schedule.

Problems which actually or poteantially will cause deviation from
coutractual requirementcs.

Summary of mestings and conferences held during the reportiag
period including action items with due dates for both the con-
tzactor and the procuring agency. Current status of sction items
shall be facluded until reported closed.

< $.12.3.3 Documentation reviews. Documents and progt.a-un‘ materials as

specified, shall be scheduled for detailed review prior to approval or

acceptancs.

The purpose of the review shall be £o:

Varify that the subject documents and programming materials
eoqli' completely and accurately with the performance vequire-
meats or design specifications of the previous documents and
programming materials and sll other standards and constraints
ispesed by the procuring agency.

- .
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. ‘ 9. Validate the sccuracy and completenass of the documents and
programaing mstarials by checking for all coaponeats, their
ecoTrTect cross-reference and editorial accuracy.

* : The teviews shall be {n two stages; a preliminary workiag-level raview,
o folloved by a formal (or critical) review after changes resulting froa
the preliminary review have been antered. Reviews shall be scheduled by
the contv-actor, with the concurrence of the procuring agency, and in
accordan:e with milestones in the software development plan. The procuring
sgency xay designate other activities to participate in the review. The
: contractor shall distribute drafts of review documents and prograaming
materials to each designated activity sufficieantly in advance of the
scheduled preliminary review to allov sdequate internal reviev by each
activicy. The coantractor shall discridute & corrected version of the
zeview documents and programming naterials ufter completion of the pre-
N limninary reviev. The critical revieu for the uccpt.ancc or approval of
Q the docuuents and programming materials shall expeditiously follov the LR
distribution of the corrected version.- '

3.12.3.4 Special reviews. Special reviews say de scheduled by the pro- .
ceuring agency at major milestones or events in the development efforc

| 20C covered by Baseline Raviews or Status Reviews. A special review of _

‘[ the test program as developed shall be conducted. The contractor shall ‘
) . : » : furnish the same support for special revievs as for baseline reviews.

P4 ' * - $.12.4 JIaspections and audits. The procuring agency may employ a physical
s o iaspection to determine the matractor's conformace with contractual

requirements. As & minimum, sreas of intersst imclude development facilities,
documentation comtrols, deliveradle data items, Government-imposed stan- . .
. dards, and contractor internal standards.
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8. PFacilities. The development and test facllities may be inspected
!oé contractual conformity at any time during the life of a
. * softvure system development contract.
b. Configuration management. Contractor conformance with the
approred Configuration Management Plan may be audited through
_ exaninacion of records and attendance at change control boazd.
RS seetings.
‘ ¢. Internal standards. The procuring agencr may audit the con-
tractur's conformance with internal staudards of software develop-
ment «nd control. .
.« 4. Quali:.y assurance. The procuring agency cay audit and inspect the
contrector's conformance with the approred Software Qualicy

T Assur~uce Plan.
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APPENDIX B - MILITARY STANDARD 490 =~ -

AT -

€0.1 Section 1, Scope. The content of Section |
of a computer program development specificaion
thall be 88 defined in the following example:

Example:

3. SCOPY:

1.1 ldenification. This paragraph shall contain
the approve! identification, nomeucisiuce, end
suthorized abb eviation for the computer program.

1.2 Fusctional ssmmery. This paragraph shall
oontain 8 drie? description of the overall computer

program by myjor functions (tasks). It shall further

€2 M:Z.Applh&mﬁlm
ont of thig Se:-tion 2 shall be ia accordance with 4.2.

€03 Sectios 3, Requirements. This is the major

} 4
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& Provide s general description of the periph-
sral equipment with whuch the specifisd program will

GMIMkuW-dmm
:mmmmmnwum-

d Provide a general deccription of the major
fonctions of the computes program relative to the
mannet is which they will be mibssquently treated.

60.3.1 Pergraph 2], Progrom definiion This
paragraph shall provide a detailed description of the
major functions of the computer program. This
pasagraph shall:

& Dotadl the mquirements imposed ou the
compute: program by each interfacing equipment snd
shall include purposs of equipment, computer inter-
face descrigtion, equipment optioas and controls, and

& Provide timing and sequencing interface re-
Quisements imposed by other computer programs ot
by equi o ional limitati

€ Describe the major functions of the com-
putes program including their interaction, sequencing
and timing requitsments. Block diagrams of the intes-
faces shall be provided to (acilitats premeatation of
the material.

60.3.2 Paragraph 2.2, Detsiled functionsl require-

whicheves is required for clagity. Descriptive snd
introductory material for each function shell be in
cluded a8 necessary in this paragraph.

60.3.2.1 Pormgraph 3.2/, Inputs. This pessgraph
dhnll provide a detailed description of all input dats.
Source of the input, method of inssrtion, snd validity
ehocks chall be defined. Quantity and timing of the




input dats and ssccisted limits shall be specified.
Openator cootrol requirements shail be detailed, in-
¢uding aames and descriptions of operator actions,
eonsoles or operato: positions whesre applicable, and
e required prograrimed restrictions.

603.2.2 Poragraph 3,22, Processing This para-
gph shall provide a textual and mathematical de-
scription of each of the processing requirements of
esch function. Presentation of the inathematical
descriptions under each function shall include:

& Purpose —~ This ares shall describe the exact
fetent of the mathe.natical operation(s). This involves
a definition of the specific input and output param-
oters and the proce sing tequired.

& Approach - This area shall contain a textual
description of each mathematical operation specified.
The accompanying narrative shall ideatify accuracies
equired, sequence and timiag of events, and relevant
mestrictions or limitations. Derived equations shail be
thown with appeopriate mathematical and control
symbols adequately defined.

€ Disgrams of Geometry — Suitable diagrams
shall be included in the text produced uader the

proceding paragrap.s where applicable.

€0.3.2.3 Poregraph 3.2.3, Ouspuss. This peragraph
shall provide a detailed description of all output data,
soatrol pasameters, and displays. Method and timing
of outputs shall be described completely. Operator
output requirements (e.g., hard copy, CRT displays)
sust jaclude name, content, tining formst and
souting of the information.

- G033 Powgraph 3.3, Adspution. Theme pers-
ophs thall contsin 8 description of the dats requise-
|menis with tespect 10 system envisoament, system

and system capecities. Adsptation dats is
that dets that can be centrally modified ss needed t0
Goflse the cope of operstional fusctions withis
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prescrided limits. Thess dats are divided into thres
cissees and prescnited as follows.

60.3.3.1 Poragraph 3.3.1, Geneval environment.
This paragraph shall contain a descryption of envison-
mental data detailing the characteristics anticipated
for all particulsr installations. Each instaltation wdl
select and set the required data and value for opera-
tional use. Examples of such data are: grid limits,
radar ranges and areas of coverags, prescribed safety
timits, etc.

60.3.3.2 Poragraph 3.3.2, System perameters. This
parsgraph shall contain a description of constants re-
quired by ons or more subprograms that may change
from time to time incrementally within a specified
rangs sccording to operational needs. Such data con-
sists of allowable trajectory deviations, missile per-
formance cha scteristics, etc.

60.33.3 Paragraph 3.3.3, System copecities. This
paragraph shall contain 3 description of the capacity
requirements for the computer program. liems such
a8 competidility for total simultaneous target hand-
Nag, totsl number of simultaneous missile trajectory
controls, total number of simultaneous displays and
operator station requests, eic., shall be described. The
system capecities sre directly related to computer
storege capacities, interfacing subsystern timing rates,
d interfacing equipment capacities.

60.4 Section 4, Quality sssurance provisioas. This
ssction shall specify test/verification requirsments,

methods of vetification, and the necessary test tools

and (acilities to conduct the required tests/verifica-
tions. This section shall establish the requirements for
the test plans and procedures that must de formy-
Tated for verification of the program. The intent of
the test effort is to werify that the performance re-
quirements as stated in Section 3, of the specification
have been met. The following paragraphs shall be
included.

604.1 Poragraph 4.1, Introduction. This pers-
groph shall establish the requirement for development
of a test plan and test procedures for the subject
program. It shall specify the following levels of test-
ing:

& Computer sxbprogrem testing
5. Compuier progrem sesting

e e hes W s, wemm— .. ;-...- - - o ———_ . ¢ o
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& Computer program ecceptunce testing
d System integration testing

60.4.2 Poragraph 4.2, Test requirements This
parsgraph shall specily the requirements for each
Jevel of testing except the acceptance test level. For
each Jevel, the test tools and facilities required shall
8 gpecified. The requirements shail include test
formulas, algorithms, techniques and acceptable tol-
eace lismits, a3 applicabie.

€0.4.3 Paragranh 4.3, Acceptance test require
maengs. This paragraph shall establish the means by
which the procuring agency may formally accept the
oomputer program as fulfilling the performance re-
Quitements.

NOTE: Since the depth of coverage possible in
this section depends upon the type of program to be
uted, the minizr um essential content of this section
dhall include the establishment of the leveisof tests
soquired and the requirement for production of test
plan and test peocedures documents.

60.3 Section S, Preparstion for delivery. This sec-
tian is sormally notapplicable.

60.€ Section 6, Notes. This section shall include
information that is stated for administrative con-
weuience only, snd is not 8 part of the specification in
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the contractusl sense, ¢.g.. it shail not include require-
ments that constrein design or development, or qual-
ily the performance requirements. Thit section shall
include 3 livt of all documents, specifications, etc.,
that are necessary for program development and that
are not included with this specification.

60.7 Section 10, Appendix 1. This section of the
specification shall contain requirements which are
contractuall” a part of the specification but which,
for convenience in specification maintenance. -.re -
corporsted wrein, e.g., requirements of a temporary
nature or fcr limited effectivity. Appendixes may be
bound as ‘aparate documents for conwvenience in
handling, ¢.¢., whea only &8 few parameters of the
program are classified, an appendix containing only
the clamific! materia) may be established. Where
parameters ire placed in an appendix, the paragraph
of Section °0 shall be referenced in the main body of
the prograra specification in the place where the
parameter would normally have been specified.
Typical da:a thst may be included in computer
program (evelopment specification appendixes
include:

& Mstaematical derivations
A Alternste method

¢ Summary of equatioas
d Definitions of terms
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